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T he three EU networks, the Consumer Protection Cooperation Network, the e-Enforcement 
Group and the European Consumer Centres Network, met in Copenhagen on 5 April 2017 . 
The overall purpose of the workshop was to improve the cooperation between the three net-
works and to share experiences to facilitate a well-functioning Single Market . 

The workshop addressed the issue of subscription traps and other online traps which is a growing 
problem in the EU and a problem that is a priority with all three networks .   
 
The workshop was organised by the Danish Consumer Ombudsman and European Consumer Centre 
Denmark and was hosted by the Danish Competition and Consumer Authority . The workshop was 
supported financially by the European Commission and the European Consumer Centre Sweden . 

Below in section 2, please find the main conclusions and suggestions on how to move forward , based 
on the many fruitful discussions and suggestions produced during the workshop . For more compre-
hensive minutes from each session, please refer to the summaries from each workshop in section 3 . 

In section 4, we have enclosed the agenda, the supplementary information and the presentations 
from the workshops . 

From the Danish Consumer Ombudsman and European Consumer Centre Denmark we would like to 
express our gratitude towards all the participants in the workshop and especially to those who also 
took on a special role assisting us with presentations as well as moderation and reporting from the 
different sessions . 

 1 
Introduction/Presentation  
 of the workshop  
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  Workshop 1 
How to further develop the ECC-Net Monitor and improve cooperation  
between the CPC and ECC networks

Both ECCs and CPCs should have direct and easy access to the ECC-Net Monitor to ensure its 
functionality as an alert mechanism tool.

The technical features of the ECC-Net Monitor should be further improved to better support 
evidence gathering, and it is necessary to look into how to meet the required quality of evidence 
on a pan-European level.

The cooperation between the networks should be strengthened via better understanding of each 
other’s working methods, priorities and resource allocation, and a closer cooperation should be 
supported by the Commission.     

 
2 
Main conclusions  

 2 
 Main conclusions
 and the way forward
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  Workshop 2  breakout session A:
Prevention of the initial payment

Both ECCs and CPCs should have direct and easy access to the ECC-Net Monitor to ensure its 
functionality as an alert mechanism tool.

The technical features of the ECC-Net Monitor should be further improved to better support 
evidence gathering, and it is necessary to look into how to meet the required quality of evidence 
on a pan-European level.

The cooperation between the networks should be strengthened via better understanding of each 
other’s working methods, priorities and resource allocation, and a closer cooperation should be 
supported by the Commission.     

  Workshop 2  breakout session B:
Communication and consumer information

It is necessary to identify and analyse target groups to customise the information.

“Less is more” – strong and simple messages to the consumers in order to avoid information 
overload.

Naming and shaming rogue traders works! Acceptable methods vary on national level and this 
calls for individual, national solutions and continuous knowledge sharing.     

  Workshop 2  breakout session C:
Enhanced cooperation with stakeholders

Stakeholder cooperation comes in many shapes and forms, and the sharing of experiences with-
in and between our networks is the key to further developing national initiatives. 

Involving stakeholders may be the best way to get immediate results or to enhance the impact 
of one’s own effort. 

Remember that stakeholder cooperation often implies a “trade-off”, but that we also have 
something to offer. 



Workshop on online traps  |  2017 Copenhagen  European Consumer Centres Network // Consumer Protection Cooperation Network // e-Enforcement Expert Group

6

How to further develop the ECC-Net Monitor and improve cooperation 
between the CPC and ECC networks

Moderators: 
Anne-Jel Hoelen (CPC NL),
Frederik Cousin (CPC BE),
Ida Mazzenga (e-Enforcement Group SE)
Ann Neville (ECC IE)
Danijela Marković Krstić (ECC HR)

Rapporteurs: 
Nathalie van der Vorst (ECC NL)
Anders Haue Korsbak (ECC DK)
Sara Wahlberg (CPC SE)
Niels Erik Mourits-Andersen (CPC DK)
Jutta Thomsen (ECC DK)

The purpose of this workshop was to enhance and strengthen the cooperation between the CPC 
and ECC Networks. During the group sessions, the participants were encouraged to compare 
notes, practical experience, and join efforts to find new and improved ways to fight subscription 
and other online traps. 

 3 
 Minutes
Minutes
workshop 1
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Each group was encouraged to produce at least two concrete suggestions on each of the following 
issues:
•	 How	to	improve	the	ECC-Net	Monitor.
•	 How	to	improve	cooperation	between	the	CPC	and	ECC	networks.

Material provided prior to the workshop
Prior to the session the participants was provided with: 
•	 relevant	questions	to	be	prepared	and	discussed	(Annex	A).	
•	 a	presentation	of	the	ECC-Net	Monitor	by	Bianca	Schulz,	European	Consumer	Centre	France	(Annex	C).	

Discussion 
The	following	facilitating	questions	were	discussed:	

1) The ECC members’ use of the ECC-Net Monitor
The majority of the ECC participants use the ECC-Net Monitor (hereinafter referred to as “the Moni-
tor”) in their daily case work . However, the intensity varies from member state to member state and 
from case handler to case handler . Some ECCs do not use the Monitor and will instead send cases to 
their CPC by email . 

1.1) Advantages of the Monitor
The general opinion of the participants is that the Monitor is a useful tool . Its main advantage is that 
it provides the ECCs with a smooth and easy way to share information, e .g .:  

•	 Information	is	gathered	in	one	place	which	ensures	that	everyone	has	easy	access	to	the	same	
information as well as provides the case handlers with an easy access to look up specific companies 
and to gather further relevant information . 

•	 The	Monitor	may	assist	the	case	handler	in	determining	whether	a	specific	dispute	is	a	one-off,	
 or if there is a general problem . 
•	 It	makes	it	easier	to	spot	new	trends,	patterns,	and	developments	on	specific	issues	or	with	specific	

traders . 
•	 The	Monitor	may	be	used	to	find	simple	information	like	the	address	and	contact	information	of	

the traders . 
•	 It	is	positive	that	information	may	be	corrected	and	supplemented	by	multiple	users.	

1.2) Challenges of the Monitor
The participants raised several issues and challenges in using the Monitor:

Case handlers have to work in several different systems with no interoperability, e .g . IT-Tool, the 
ODR-platform, ECC-Net Wiki, and each member state’s national case handling system . Currently, case 
handlers do the majority of their work in IT-Tool . It would therefore be beneficial if the Monitor was 
embedded in IT-Tool . For instance, if a certain number of cases against the same trader were entered 
into IT-Tool, this would automatically entail an alert via the Monitor . 

In	some	member	states	the	Monitor	is	only	used	by	the	ECC-directors.	Consequently,	case	handlers	do	
not receive notifications from the monitor and are not up to date .

In order to be able to rely on the relevance and timeliness of the information provided in the Monitor, 
it is critical to get the trader’s “record” started early . This also applies when determining the scope 
and extent of a problem .

The main discussions concerned: 
•	 the	lack	of	a	clear	and	harmonised	approach	to	the	use	of	the	Monitor,
•	 when	should	a	case	be	placed	in	the	Monitor,	
•	 what	is	the	purpose	of	the	entries,
•	 will	the	information	be	used	by	the	CPCs,	and	
•	 what	type	of	information	and	evidence	is	useful	to	the	CPCs.

It would be nice to receive guidelines on the use of the Monitor . 
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2) Should CPCs have direct access to the ECC-Net Monitor?
In general, the participating CPCs were positive towards the Monitor and identified several benefits 
from gaining direct access to the Monitor . 

The workshop participants agreed that both the ECC and the CPC authorities should have direct 
access to the Monitor and should be able to receive notifications and information directly from the 
system .

2.1) Advantages of direct access to the Monitor
Since some CPCs only have limited direct contact with consumers, the Monitor may be helpful in 
determining the scope and gravity of the consumer complaints . The Monitor is also a useful way to 
share information and to alert the CPC network of new potential issues . 

The Monitor may also make it easier to contact a CPC authority that has already investigated or 
sanctioned a specific trader to learn from them and to share experience .
The Monitor may function as an alert-system for the European Commission . The Monitor may also 
help the ECCs in promoting the work done by the CPCs . It was mentioned that the CPCs are not able 
to provide information during investigations due to duties of confidentiality . However, information on 
the outcome of investigations may be shared through the Monitor . 

2.2) May the Monitor help collect evidence for all member states? 
As there is often a timespan from the time the ECC is notified of the violation to the notification of 
the relevant CPC authority, the Monitor may also help the CPCs in securing important evidence . Fur-
ther, it may also be timesaving if important information and evidence is gathered in the Monitor prior 
to the CPC being formally notified . 

The ECCs may also inform consumers to collect information and evidence, such as screenshots, 
emails, money trails, e .g . bank statements of the consumer (“follow the money”), etc ., in order to 
include the evidence in the case .

The	quality	of	evidence	must	have	a	certain	standard	in	order	for	the	different	CPC	authorities	to	ap-
ply the evidence in their casework . It is important to note that the accessible software varies between 
member	states	as	well	as	the	IT-skills	among	the	case	handlers.	Consequently,	a	harmonisation	of	
the	standard	of	evidence	is	required.

If the Monitor is to be used to collect data and evidence, it would be helpful to know what kind of 
evidence	is	required	as	proof	in	court	in	the	different	member	states.	For	instance,	in	some	member	
states videos of websites might not be of use at all since videos are not accepted as submissions to 
the courts, whereas in other member states videos are crucial to prove the violation . 

It was mentioned, that the most efficient open source intelligence (OSINT) tools used in the day-to-
day casework are:
1) Snagit (a filming tool) .
2)	“Who	is”–websites.	It	was	noted	that	paid-for	versions	were	generally	better	quality.
3) Company information provided by the CPC authority where the trader is registered .
4) National trade registers . It was noted that not all ECCs and CPCs have access to international trade 

registers .
5) Some countries use blacklists and they may be of interest to other countries as well . 

It would be useful to see what other tools are used and if there might be a possibility for pan-Euro-
pean licenses or synergies . 

2.3) Issues regarding the CPCs use of the Monitor
Since not all case handlers are native English speakers, it is recommended that the Monitor has sev-
eral language versions .

Information overload was identified as a problem . As a lot of information will be shared, it will be 
difficult to identify what is relevant . It would be preferable to receive a notification that information is 
posted on the Monitor as opposed to receive all the information in an email .
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Proper use of the Monitor will result in an increased workload . 
3) Cooperation between the networks
The participants agreed that it is important to have good, clear, and smart communication between 
the networks .

3.1)  Examples of good cooperation
One example of ‘good cooperation’ is the handling of “car valuation” cases, where the ECC helped the 
CPC in both the member state where the consumers were based and in the member state where the 
traders were based . It led to an enforcement case and a court order . 

Other examples include situations where traders have changed their terms and conditions after the 
ECC contacted the CPC, and the CPC started a case towards the traders based on the information 
from the ECC .

3.2)  Challenges and obstacles for better cooperation
As	fraudulent	traders	are	quick	to	change	websites,	names,	and	member	states,	it	would	be	useful	if	
the flow of information between the networks was fast and the reactions were coordinated . There-
fore it is important that ECCs and CPCs have access to the same updated information, to the extent 
possible .
 
On some occasions, there are issues on confidentiality that makes it hard to share information be-
tween the networks . 

Further, sometimes there is lack of trust between the networks . For example, court cases can always 
be shared, since they are official, but sometimes even such information can be hard to get if one 
authority does not want to share the information with the other .

It is generally easier to share information when you know the person on the receiving end . Therefore, 
it may be beneficial to have regular meetings where you meet in person and discuss challenges, best 
practices etc . discuss challenges and best practices .

Lack of resources makes it more difficult to prioritise closer cooperation . It was mentioned by the ECC 
that	the	resource	requirements	set	forth	by	the	Commission	for	a	Communications	Officer	had	made	
a difference for the efficiency of the ECC Network . It was discussed if the CPC Network may benefit 
from	similar	requirements,	but	the	participants	agreed	that	the	difference	in	funding	was	fundamen-
tal.	Allocation	requirements	will	only	work	if	the	Commission	is	funding	the	resources	in	a	similar	way	
as with the ECC Network . 

3.3) Could the European Commission do more to support more cooperation?
It would be beneficial to have a memorandum of understanding between the networks . It should 
specify that the networks should share information with each other to the extent possible . 
 
Conclusions
1. How to improve the Monitor
•	 Both	CPC	and	ECC	case	handlers	should	have	direct	access	to	the	Monitor.
•	 There	should	be	clear	guidelines	and	instructions	on	the	use	of	the	Monitor.	This	should	include	an	

online presentation and training so that even those not present in Copenhagen will be able to use 
the monitor . 

•	 There	should	be	an	agreement	stating	which	information	can	and	should	be	shared.
•	 The	Monitor	should	be	used	for	cross-border	evidence	collection.	It	would	be	good	to	have	the	

same software and tools to collect evidence .
•	 The	Monitor	should	have	an	alert	mechanism	on	current	issues.

2. How to improve cooperation between our networks
•	 Formal	or	informal	agreements	on	cooperation	between	the	ECC	and	the	CPC.
•	 Regular	meetings	between	the	national	ECC	and	CPC.
•	 Official	meetings	for	all	networks,	maybe	once	a	year,	to	discuss	further	improvement	of	the	
 cooperation . 
•	 CPC	guidelines	for	communication	and	sharing	information	to	the	ECC-Net	would	be	welcomed.	
•	 Guidelines	on	the	collection	of	evidence.
•	 Workshop	for	the	ECC-Net	on	the	collection	of	evidence.	
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Prevention of the initial payment

Moderator: Ulrika Folkmann-Schjerbeck (CPC DK) 
Rapporteur: Niels Mourits-Andersen (CPC DK) 

The session was targeted at the prevention of the initial payment in subscription traps . 

The participants were invited to an open-minded discussion about the potential benefits and challeng-
es connected with preventing the initial payment as well as to share their experiences and thoughts 
on how to prevent the initial subscription payment .
 
Please note that the attending authorities do not enforce the PSD and has no competence in this 
regard . The use of the PSD is merely a starting point for the participant’s discussions of the payment 
system	and	what	information	would	be	required	in	order	for	the	consumers	to	understand	that	they	
were in fact entering into a subscription .

The participants were asked to deliver the following outcome:
1.	 Do	you	expect	the	information	requirements	following	the	PSD2	and	the	current	RTS	draft	to	have	

an impact on subscription traps? 
2.	 Implementation	of	specific	information	requirements	in	the	payment	system/interface.

Material provided prior to the workshop
Prior to the session the participants was provided with: 
•	 relevant	questions	to	be	prepared	and	discussed	(Annex	A).
•	 a	short	description	of	the	legal	framework,	i.e.	PSD2,	article	97	and	98,	and	the	new	draft	EBA/

RTS/2017/02,	article	5	and	13,	including	an	extract	of	the	PDS2,	i.e.	PSD2,	article	97	and	98,	and	
an	extract	of	the	draft	EBA/RTS/2017/02,	article	5	and	13	(Annex	A).

•	 a	short	description	of	the	psychology	on	why	consumers	accept	fraudulent	offers	by	PhD	student,	
Behavioural Insights Advisor, Andreas Maaløe Jespersen, based on the literature of Carver, Charles 
S . ”Approach, avoidance, and the self-regulation of affect and action .” Motivation and emotion 
30 .2 (2006): 105-110, and Marrero, Hipólito, Elena Gámez, and José M . Díaz . ”Do people reason 
when they accept tricky offers? A case of approach and avoidance motivated reasoning .” Journal of 
Economic	Psychology	57	(2016):	26-38.	(Annex	G).

Presentations during the workshop.
1. Presentation of PSD2 and EBA RTS.

The workshop started off with a short introduction by a representative from Finance Denmark (the 
Danish	Bankers	Association),	Louise	Fjord,	to	the	legal	framework,	i.e.	PSD2,	article	97	and	98,	and	
the	new	draft	EBA/RTS/2017/02,	article	5	and	13.	A	copy	of	the	applied	presentation	is	enclosed.	

For the purpose of illustrating the RTS, 3D secure text messages were used as an example on a 
strong authentication .

Minutes
workshop 2
breakout
session A
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Louise Fjord explained the concept of dynamic linking, and that subscription payments may fall 
into	two	different	categories	depending	on	whether	the	initial	payment	and	the	subsequent	pay-
ments are the same amount or not . 

The initial payment differs from the subsequent payments.
In	this	instance,	both	the	initial	payment	and	the	first	subsequent	payment	will	be	subject	to	dy-
namic	linking	as	required	by	article	5.	

Consequently,	the	consumer	will	receive	one	text	when	entering	into	the	subscription/payment	of	
the initial amount (e .g . € 1) and another text when the next withdrawal is made e .g . € 50 . 

The	initial	payment	is	the	same	as	the	subsequent	payments.
In this instance, all payments are covered by the term recurring transactions, i .e . series of pay-
ments, and are subject to RTS, article 13, according to which the payment service providers can 
exempt a recurrent payment from the application of strong consumer authentication . 

Consequently,	the	consumer	will	only	receive	one	text	when	entering	into	the	subscription/payment	
of the initial amount .

From	the	participants	the	question	was	raised,	whether	there	would	be	a	risk	of	misuse	via	mal-
ware, if the ordering process and authentication process are handled with only one device .

Louise Fjord explained that this risk will of course always be present, but the authentication sys-
tems would be subject to continuous Monitoring which reduce such risks .

Louise	Fjord	also	explained	that	information	about	it	being	a	recurring	payment/subscription	would	
likely be provided during the authentication process . [It was later discussed by the participants that 
such	information	would	only	be	provided	on	a	voluntary	national	basis	as	it	is	not	a	requirement	
according to the RTS .]

At the moment the draft RTS was being reviewed by the Commission and the Commission was 
expected to make a decision in May 2017 . 

2. Presentation of the psychology behind fraudulent offers. 
The second half of the session was initiated with a presentation by Ph .D . student Andreas Maaløe 
Jespersen regarding the psychology behind fraudulent offers, and why consumer fall in online 
traps, even in the cases where all the information is presented . 

Fraudulent offers often follow the same template . First of all the offer is presented with a rich “co-
herent” narrative . Secondly the risk of the offer seems low and the reward seems high . Lastly there 
is often an urgency related to the offer .

Previously, we often saw the so-called Nigerian Prince letters . Today we see a lot of online traps, 
e .g . subscription traps .

When the consumers are presented with these online traps, the narrative could be that the con-
sumer has been chosen to be a test person for a new electronic gadget, e .g . iPhone etc ., has won a 
lottery,	or	are	able	to	get	a	product	cheap	simply	by	filling	out	a	questionnaire.	The	payment	is	low	
and the reward is high, and the offer is typically only available for a limited time period .

When a person is assessing such offers, there are simplistically speaking two behavioural systems 
which kick in: 
1 . the behavioural approach system (BAS) and 
2 . the behavioural inhibition system (BIS) . 

The approach system will look for information on how to finalise the process based on expecta-
tions of reward or escape from punishment, e .g . debt, and the inhibition system will look for infor-
mation on how to stop the process based on expectations of non-rewards, novelty, or punishment .

By highlighting the rewards and how to finalise the process, the offers tries to push the consumer’s 
behavioural approach system into action . The process is done while securing the non-rewards, that 
is	the	conditions/subscription	etc.	This	means	that	the	consumers	will	only	see	the	information	
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needed in order to finalise the purchase, even though the information about, e .g . a subscription is 
present on the webpage in some way or the other . 

For this reason, Andreas Maaløe Jespersen argued that the details are very important when de-
signing a strong authentication system .

If the strong authentication system consists of a code send by text message in order to finalise 
a purchase process, there are some pitfalls which will have to be avoided in order for it to be an 
effective system . Generally speaking, it is imperative that the wording of the text and the way in 
which the information is presented supports the consumer in making an informed decision .

Is the code, for example placed in the top of the message, it is the first thing the consumer sees, 
which also means that there is a higher risk that the code will be used without reading the infor-
mation below, i .e . not activating the BIS system . 

Furthermore, if the consumer receives a text message every time they make a purchase online, 
the	messages	will	quickly	lose	some	of	their	novelty	effect.	Therefore,	the	text	messages	will	have	
to be simple in their wording and clearly distinguish between single payments and recurring pay-
ments in order to alert the consumers of hidden subscriptions . This could, for example be with the 
text	“subscription/recurring	payment”	combined	with	the	annual	payable	amount.

Discussions
The participants then had an open discussion about the potential benefits and challenges connected 
with preventing the initial payment . 

Generally the participants agreed that the PSD2 and the RTS aim to introduce new and stronger secu-
rity measures that might be helpful in the prevention of internet traps, e .g . by using strong customer 
authentication and dynamic linking . However, some concerns as to the efficiency of the suggested 
use of strong customer authentication and dynamic linking were raised in relation to the information 
provided by Andreas Maaløe Jespersen on fraudulent offers . 

The participants discussed that the introduction of strong authentication may potentially reduce the 
number of subscription traps that ploy on low initial payments . Further, the participants discussed 
whether this would have an impact on the total amount of subscription traps, or whether it would 
simply entail a change in the payment structure, i .e . that the subscription would have a slightly higher 
initial	payment,	but	with	a	higher	frequency,	e.g.	€	10	every	week.

Several participants explained that their countries are currently using 3D secure texts as types of two 
factor authentication . However, practices vary a lot from member state to member state .

It	was	discussed	how	the	information	required	by	the	PSD2	and	RTS	is	expected	to	be	presented	to	
the consumer in each MS, but none of the authorities represented by the participants were included in 
such	negotiations	with	the	EBA/Commission.	Consequently,	the	participants	continued	their	discussion	
based on the information in the RTS . This would mean that only information about the ‘code’ and 
‘amount’ would be provided, and that information about the ‘amount’ may be provided as an integrat-
ed part of the online purchase . As a result the consumer may only receive a code, e .g .:
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The participants discussed the expected effect of such information and whether it will likely make a 
difference. In general, it was the opinion of the participants that the use of a code, or even a code and 
the amount of the initial payment, would likely not make a difference. 

It was then discussed what type of information would be required if the consumers were to efficiently 
be informed about the existence and the nature of the subscription. 

As a basis for discussion the moderator informed the participants that some of the Danish banks/
PSPs had raised the question of why the RTS had different information requirements for ‘batch pay-
ments’, subject to article 5(4), and ‘series of payments’, subject to article 5(1) and article 13(1)(b). 

With article 5(4) as a starting point the participants discussed what information would be required in 
order for the consumers to understand that they were in fact entering into a subscription. 

The participants agreed that information about the (i) code (ii) the total amount (iii) the payee, as 
required for batch payments in article 5(4), would be a good starting point. However, concerns were 
raised that information about ‘the total amount’ would likely be listed as unlimited, and that the 
consumers would quickly ‘build up a tolerance’ for the use of ‘unlimited’ which would entail that 
the consumers would not be affected by the information as their BAS would not be effected. It was 
suggested that instead of information about ‘the total amount’, information about ‘annual costs’ was 
provided as mentioned during the presentations. This would provide the consumers with valuable 
information, and at the same time level the playing field for the traders as the price for subscriptions 
would then be presented equally. This new information would give a consumer a clear overview on 
the financial impact of the decision when proceeding. An annual or total amount of costs would be 
necessary in order to make an informed decision -  similar to the requirements in the Consumer 
Rights Directive.

A participant raised the point that a fraudulent merchant might withhold information about it being a 
recurring payment which might be addressed with a warning system. However, if that entails that the 
consumer receives a code with the single payable amount every time the fraudulent merchant tries 
to withdraw money, the participants agreed that we would still be way ahead of where we are today. 

Finally, it was mentioned that the subscription trap may require specific regulation in separate legis-
lation, e.g. as with timeshare.

Illustrations used in the workshop:

Conclusions
1. Do you expect the information requirements following the PSD2 and the current RTS draft to 

have an impact on subscription traps? 

It was the general expectation that the requirements on dynamic linking in article 5(1) and the pos-
sibility to exempt after article 13(1)(b), will likely reduce the number of subscription traps that ploy 
on low initial payments followed by a higher monthly payment, e.g. initial payment of € 1 followed 
by a monthly payment of € 50. However, the participants did not expect a decrease in subscription 
traps overall, but rather a change in the payment structure where the subscription traps would have a 
slightly higher initial payment with a higher frequency, e.g. € 10 every week.
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To sum up, the participants did not expect the information requirements, following the PSD2 and the 
current RTS draft, to have a significant impact on subscription traps.

2. Come up with at least two concrete suggestions on preventing of the initial payment (not 
necessarily based on the PSD2), listing the expected benefits and potential pitfalls with these 
two suggestions. 

Suggestion 1: 
Implementation of specific information requirements applicable for ‘series of payments’ transactions 
in the RTS.
 
The participants suggested implementing specific information requirements applicable for ‘series of 
payments’ transactions, i.e. subscription payments. 

The participants discussed the question of why the RTS had different information requirements for 
‘batch payments’, subject to article 5(4), and ‘series of payments’, subject to article 5(1), and article 
13(1)(b). The participants agreed that more stringent requirements should not only be applied for 
‘batch’ payments, but also for ‘series of payments’.

With article 5(4) as a starting point, the participants discussed what information would be required in 
order for the consumers to understand that they were in fact entering into a subscription. 

The participants found that the layout/order of the information provided was crucial for the infor-
mation to have an impact, i.e. the main pitfall. If the code is provided prior to other information, the 
consumer’s behavioural inhibition system (BIS)  would not be activated, and all other information 
would most likely be disregarded by the consumer, simply because the code would be the first thing 
the consumer sees.
 
The suggested information was therefore prioritised in order to create a ‘novelty effect’ that would 
invoke the consumer’s BIS system:
(i) the yearly amount for the series of payment transactions
(ii) the specified payee(s)
(iii) the duration of the subscription
(iv) code

Upon enquiry from the moderator, all participants endorsed the idea of implementing such informa-
tion requirements, for example in the RTS or in other legislation regulating subscriptions.

Suggestion 2:  
Implementation of specific information requirements in the payment system/interface.

An idea was also expressed that you might also be able to use the bank or payment provider’s 
authentication page (where the consumer types their credit card information) to disrupt the order 
process and create a novelty effect. 

Provided that the interface/system that handles the payment (e.g. Stripe, Ayden, etc.) is not in any 
way affected by the trader. Information about the existence and nature of the subscription may be 
provided in the payment interface/ system. 
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It was suggested that information about the subscription was provided in a novel way, e.g. 

“You are about to enter into a subscription of € 10/week”
“I agree to be charged € 10 every week in addition to the initial transaction of € 5 ”

The participants agreed that the information about the subscription must be presented in a way to 
create a ‘novelty effect’ that will invoke the consumer’s BIS system. Due to time limitations, the par-
ticipants did not discuss the presentation/layout of information. 

The participants also suggested requiring use of a ‘Subscribe’-button, e.g.
 

Further, it was suggested that the consumer had to actively confirm that he/she wishes to enter into 
a subscription, e.g.  ”do you want to subscribe to…” “Yes, I confirm”.
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Communication and consumer information

Moderator: Jolanda Girzl (ECC SE) 
Rapporteur: Maite de Geus-Cossard (ECC NO) 

The purpose of this workshop was to have an open-minded discussion on 
1 . how improving communication with consumers may prevent them from being trapped on the 

internet, and 
2 . how to do things different from today .

The group was encouraged to share experiences and produce at least two concrete suggestions on 
each of the following issues: 
•	 The	positive	stories	–	when	was	communication	a	success?	(specific		examples)
•	 What	are	the	main	barriers	today	for	a	successful	communication	strategy?	
•	 Whom	should	we	work	closer	with	to	improve	our	ability	to	reach	consumers	with	information	and	

with warnings? And how?

Material provided prior to the workshop

Prior to the session the participants was provided with: 
-	 relevant	questions	to	be	prepared	and	discussed	(Annex	A)
- a short introduction to the behavioural psychology behind consumers’ decision making when  

exposed different types and different levels of information(Annex A)

Presentations during the workshop
his breakout session started with a short introduction from Behavioural Insights Advisor and PhD, 
Laurits Rohden Skov on how to address “information overload” and “purchasing inertia” . The following 
is a brief summary of his presentation . The presentation is enclosed as annex H .
How to address “information overload” and “purchasing inertia”  

If consumers are not ”rational and reflective”, this may have a negative impact on the market . This is 
because the consumer may be incapable of comparing markets, which in turn affects the competition 
in the market .

Consumers	are	met	with	vast	amounts	of	information	and/or	complex	terminology	when	they	have	to	
make a decision about a purchase, resulting in so-called “irrational decisions” which are decisions that 
are not in the consumer’s self-interest . 

Behavioural psychology
Physiological traits of the consumers: Subscription traps are cleverly designed with a lot of infor-
mation . There is a clear correlation between the amount of information a consumer gets and the 
decision	he/she	makes.	Information	overload	reflects	both	quantity	(lots	of	information)	and	the	
complexity of the provided information . 

Minutes
workshop 2
breakout 
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In other words, information overload happens when the consumer is faced with either vast amounts 
of information or complex terminology – or a combination of the two . 

There are 2 types of information overload: 
•	 Intentional	information	overload.	The	goal	is	to	hide	specific	elements	of	the	product	for	example	

the costs .
•	 Unintentional	information	overload.	For	example,	by	providing	the	consumers	with	all	the	informa-

tion	they	are	required	to	receive	but	which	turns	out	to	be	too	much	information	for	the	consumer	
to digest . 

Subscription trap context [corresponds with presentation, slide 4]:
Traders use complex behavioural approach when advertising . They understand the consumers, how 
they react, and use this to their benefit . Examples: 
Familiar brand. Traders use a brand known to the consumer in the advertisement . For example: nam-
ing a local TV-station, or using a word they are familiar with like “lotto”) . 
Reward. In a prominent place, they will mention a reward, e .g . the jackpot is XXXX EUR . 
Scarcity. Traders try to communicate that consumers only have a short amount of time to answer or 
that there is only a limited amount of the product available .
Consumer feedback. Gives a “familiar setting” and gains consumer trust . 
Graphics. Makes the advertisement more appealing to the consumer . 
Need for Cognitive Closure (NFCC)

NFCC promotes thoughts and actions that will quickly end a decision-making process. 
 
NFCC influences: 
•	 search	effort	
•	 response	to	advertisements	
•	 response	to	scarcity	
•	 the	nature	and	extent	of	information	processing	

People that have a lot of information, but a “Need for Cognitive Closure” will not use the informa-
tion they have at their disposal . In addition, they are very certain about their choice, so they will not 
realise that they have entered into a trap until it is too late, and even then, they will have trouble 
accepting this as they are adamant about the choices they made . 

Low involvement of consumers 
Low involvement of consumers entails that consumers are not involved in the purchase deci-
sion-making process . 

Low involvement: 
•	 Often	seen	in	products	that	require	minimal	effort	and	consideration.	
•	 Occurs	if	the	investment	will	not	have	a	substantial	effect	on	their	lifestyle.	
•	 Habitual	purchase.	
•	 Peripheral	cues	-	not	extensive	information.	

Major problem: Consumers are very sure of themselves . 
 
There are four types of consumers: 
A . Rational, low NFCC, high involvement 
 This type of consumer will most likely not be lured into a subscription trap .
B . Rational, high NFCC, low involvement 
 This type of consumer might be lured into a subscription trap - caught off guard . They might look 

up information afterward . If they end up in a subscription trap, they might think it is their own fault 
as the info was there . They will pay and end of story . They will most likely not seek assistance . 

C . Irrational, low NFCC, high involvement 
 This type of consumer might be lured into a subscription trap . Difficulty understanding the infor-

mation provided .
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D . Irrational, high NFCC, low involvement 
 
This type of consumer is very likely to be lured into a subscription trap . 

- This is the type of consumers we need to focus on . 
- ECCs needs to reach these consumers before or after they have been lured into a subscription trap .
-	 They	will	probably	react	more	to	a	push	up/pop-up	message	on	phone	than	an	article.	
- They are highly frustrated because they were trapped and they do not understand why (as they 

are sure of the choice they made) . 

There does not seem to be a cultural difference when categorising consumers under A, B, C or D, so in 
general	the	same	principle	applies	to	all	ECCs/CPCs.	

According to Laurits Rohden Skov, it is unclear whether checklists are useful . This would need to be 
tested . The networks need to consider the fact that adding information might not reach the type of 
consumers we are trying to reach . To think outside the box and have less information might yield 
better results .

Communication and consumer information from ECC Sweden
Director of ECC Sweden, Jolanda Girzl, held a short presentation with examples from ECC Sweden’s 
communication activities and their campaign “Too good to be true” . Please refer to annex I for the 
examples in the presentation .

Discussions 
The following is a summary of the group discussions held in the session after the presentation based 
on	the	questions	circulated	prior	to	the	workshop.	

1 . Do you know of any success stories about communicating with consumers about online traps? 
	 One	of	the	CPC	participants	mentioned	that	in	order	to	inform	consumers/increase	awareness,	they	

had created a “subscription trap” . They advertised a diet pill and when the consumer entered their 
information, they were informed that they had entered a subscription followed by the message 
that this was not a real trap, but a message from the authority warning about these traps . 

 A few of the other member states informed about similar campaigns in the area of, e .g . dietary 
supplements and dating sites .

2 . What would you do differently if you could communicate and inform in exactly the way you would 
like to? 

 Most consumers are lured via their mobile phone . We need to concentrate on how to communicate 
better with consumers via mobile phone . 

 Use internet media and traditional media . Different target groups, mean different methods . Bad 
news sells . It’s the bad news that gets the attention . 

 One ECC used “eye tracking” on their website - shows what consumers look at . Conclusion: we 
assume things that are not true . Consumers do not read as much as we think they do . 

 More use of pop-up messages . Most traps are entered into via social media . To reach these con-
sumers we need to communicate in a way that appeal to them . 

	 Consumers	are	afraid	of	losing	money.	Information	warning	consumers/pop-up	info	needs	to	show	
a large number, e .g . 5 DKK actually mean 1000 DKK . 

 Promote the use of Adblock - advertisement blocking software or other prevention software . 
 
 Communicate in the language the rogue traders are using, such as social media . 
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 Less information might have more value: pick the top 5 things to communicate, and do so in a 
short and fast manner . 

3 . Is “naming and shaming” a tool that is available in your country, and how is it used? 
 Consumers use search engines to find information about company names . When writing articles, 

we need to make it “personal” and naming the companies would help . 

 There are many issues with naming and shaming . Below, is a list of suggestions to get around this: 

•	 Link	to	“official	articles/documents/decisions”	also	those	of	other	ECCs,	e.g.	if	one	ECC	writes	about	
a certain trader following an ADR decision, other ECCs could perhaps link to this .

•	 In	some	member	states,	the	national	consumer	authority	or	an	ADR	publishes	regular	blacklists	
displaying the traders not complying with their decisions . 

 For most of the participating member states, naming and shaming is not an option . Other member 
states have the possibility to name and shame and do so to some extent . Yet some avoid naming 
and shaming even though it is an option .

 In some member states, traders can be named and shamed when information about cases is 
requested	by	a	journalist.	

	 WIKI	could	be	used	as	a	platform	to	share	information	and	links	to	relevant	ECC/CPC	websites.	
When sending information via email, you might have to disclose that information at some stage . 
An issue is how to link to another website, because when doing so you need to put it in context, 
e .g . text in the article - “We know this company as well” and then link to the relevant press release . 
However, this can also be problematic, because the company can react to this as well . 

4 . What is cooperation with the press like? Could we do more? 
 Everyone has good cooperation with the press, e .g . one member state mentioned they were organ-

ising	a	“European	breakfast”	with	journalists	on	Europe	Day	on	9	May.	The	costs	involved	are	small	
and	it	gives	a	good	setting/foundation	for	cooperation.	

5 . Can we learn from companies using these traps? 
 Use of pop-up windows to influence and inform consumers . This has already been done in a few 

member states (also referred above under Q1) . 

6 . Can we cooperate more with companies offering customer reviews, Trustmarks or other similar 
services in order to reach consumers with warnings? 

Due	to	time	constraints	the	group	did	not	address	this	question.	

Conclusions
1 . The positive stories – when was communication a success?
Information/warnings	to	consumers	camouflaged	as	“pop-up	advertisements”	used	by	the	subscrip-
tion trap sellers have also been used by a few member states as means to reach consumers in an 
effective way .  

2 . What are the main barriers today for a successful communication strategy?
Identifying our target audience and using the correct tools to reach them . We should also bear in 
mind the risk of information overload and be aware that less information might have more value to 
consumers, e .g . use of “top 5” instead of “top 10” .

3 . Who should we work closer with to improve our ability to reach consumers?
We may promote each other’s enforcement actions as this is a “safe way” to name traders . Sensitive 
information should be shared via WIKI, not via email .
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Enhanced cooperation with stakeholders

Moderator: Ragnar Wiik (ECC NO) 
Rapporteur: Anders Korsbak (ECC DK) 

This workshop targeted cooperation with different stakeholders, such as banks, credit card providers, 
debt collectors, intermediaries and business and consumer organisations .
The group was encouraged to share success stories and was asked to give examples of good initia-
tives that include stakeholder cooperation .

Material provided prior to the workshop
Prior to the session the participants was provided with:
•	 relevant	questions	to	be	prepared	and	discussed	(Annex	A)

Presentation during the workshop
The session started with a short presentation by Ragnar Wiik, Director of ECC-Norway . The presenta-
tion included examples on good cooperation and was focused on the fact that cooperation can be 
carried out at different levels, that being: a) Outside EU, b) at EU-level, c) at national level .  
The presentation is enclosed as annex J .

Examples of stakeholders in each level included:
a) Outside EU

•	 Visa,	MasterCard,	Paypal.
•	 Facebook,	Alibaba,	Google,	Amazon.
•	 Debt	collectors.
•	 DHL,	UPS.

b) EU-level
•	 E-commerce	Europe,	Emota,	Business	Europe.
•	 European	commission	–	relevant	DG.
•	 BEUC,	ECCG,	CPC.
•	 Enforcement	bodies,	financial	sector.	

c) National level
•	 Banks	and	National	Banks	Security	Board.
•	 National	E-commerce	forum.

Discussion
1)  Examples of successful cooperation with stakeholders
After the presentation, the participants were encouraged to share success stories from their work 
with stakeholders, both in general and specifically with regards to online traps .

Minutes
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Cooperation with banks
Several of the participating member states have had good cooperation with banks in sharing infor-
mation on fraudulent behaviour and receiving details on fraudulent traders . This has proven to be 
effective.	However,	this	requires	a	swift	approach	as	these	traders	are	quick	to	change	things.	

Some member states experience that banks are not interested in establishing good cooperation, even 
if they are approached with information on fraudulent traders . In some member states charge-back 
will be subject to fees from the bank, which makes it less attractive to turn to the banks to find a 
solution .

Other member states have not been able to cooperate with banks because of data protection rules . 

Domain name registers
A few of the participating member states have a good cooperation with domain name registers . In 
those cases, the CPC has provided information on fraudulent behaviour and the domain name regis-
ters	can	then	put	the	domain	in	quarantine	and	give	traders	a	chance	to	react	on	this	quarantine.

Payment service providers
A few of the participating member states had cooperation with payment service providers . The pay-
ment service providers can help the network trace the trader . 

Direct contact with traders
Many member states had good experiences with cooperating with traders when they have a spe-
cific contact person within the company . The experiences shared by the participants were related to 
non-fraudulent traders and mostly with larger traders with more complaints . This type of direct con-
tact with a trader proved to be effective . However, the cooperation can be vulnerable to staff changes 
within	the	company	or	the	ECC/CPC	networks.

It was mentioned that in order to have good cooperation with stakeholders, the case needed to be 
thoroughly prepared . This might be very time consuming and therefore difficult to handle for a single 
authority, especially for smaller authorities . 

Debt collection agencies
Some of the participants had success contacting debt collection agencies in cases with fraudulent 
traders, although with different outcome . In some member states, the debt collection agencies have 
abandoned their claim after they received information of the fraudulent behaviour of the trader by 
the ECC . In other member states, the debt collection agencies have accepted to put the case on hold 
as long as the case is pending . If no solution was found in these cases, the agencies resumed their 
collection of the debt . 

Search engines
One of the participating member states shared a case in which they have had successful cooperation 
with a leading search engine provider . Certain traders were producing and selling false documents 
and the search engine agreed to block ads from certain fraudulent traders .   

Social media platforms
It was suggested to contact platforms and intermediaries when companies are using their services 
for fraudulent activities . Often the platforms will have terms and conditions prohibiting illegal and 
fraudulent activities . If we become aware that certain traders are using platforms for such activities, 
we could contact the platforms to let them know that companies are breaching their terms and con-
ditions . 

2) What can we offer stakeholders?
First of all, the ECC and CPC members may assist parties in reaching out-of-court solutions and set-
tlements and traders can avoid court proceedings . 

Secondly, good cooperation may help improve the image of companies, not only for traders but also 
for platforms and intermediaries . If, for instance, social, media platforms have many advertisements 
from fraudulent traders, the consumer will over time loose trust in the advertisement on the plat-
form . As consumers loose trust, legitimate companies will find it less attractive to use the platform 
for	advertising.	Therefore,	the	platform	might	have	an	interest	in	getting	information	about/on	fraud-
ulent traders . 
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The ECC and CPC members may help traders and stakeholders better understand certain cases or 
issues, and we can help collecting information .

Conclusions
1) Examples of initiatives that included stakeholder cooperation
The participants gave several examples of productive cooperation with different stakeholders, such as 
financial institutions, domain name registers, payment service providers and debt collection agencies . 

It was also emphasised that direct communication with specific contact persons within a company 
may allow for better cooperation with traders .

The participants agreed that it might be beneficial to initiate closer cooperation with intermediaries 
and social media platforms in the future .  

2) Reasons why stakeholders should invest in more cooperation with CPCs and ECCs
The participants agreed that cooperation may be beneficial to stakeholders in several ways . 
It was mentioned that cooperation may result in stakeholders understanding certain cases or issues 
better . Good cooperation may also lead to amicable solutions and out-of-court settlements to benefit 
all parties . Finally, a productive cooperation may help improve the image of the stakeholders .
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Agenda and supplementary information for 
Workshop on online traps, 
Copenhagen, 5 April, 2017 
background information provided prior to the workshop .

 A
breakouA



DRAFT AGENDA 
09.00-09.30 Welcome and opening remarks  

Director General Jakob Hald, Danish Competition and Consumer 
Authority and 
Danish Consumer Ombudsman Christina Toftegaard Nielsen 

09.30-10.00 Introduction 
Lars Arent, ECC Denmark and 
Ulrika Calmar Folkmann-Schjerbeck, DCO and CPC Denmark 

10.00-10.30 ECC subscription trap surveys 2017 
Jolanda Girzl, ECC Sweden 
Presentation of the ECC-Net Monitor 
Bianca Schultz, ECC France 

10.30-12.00 Workshop 1: How to develop further the ECC-Net Monitor and 
improve cooperation between Networks 
Discussion in small groups and plenary reporting   

12.00-12.45 Lunch 
12.45-13.15 Stakeholder key address 

Lone Rasmussen, Confederation of Danish Enterprise and 
EuroCommerce,  
Henrik Hallenborg, PAN-Nordic Card Association  

13.15-13.30 Introduction, workshop 2 
Ulrika Calmar Folkmann-Schjerbeck, DCO and CPC Denmark and 
Lars Arent, ECC Denmark 

13.30-15.30 Workshop 2: How to prevent consumers from getting trapped 
Breakout session A: Initiatives linked to the new Payment Service 
Directive 
Breakout session B: Communication and consumer information 
Breakout session C: Enhanced cooperation with stakeholders 

15.30-15.45 Next step 
Ioannis Ampazis, DG Justice and Consumers, European Commission 
Ida Mazzenga, CPC Sweden 
Bianca Schultz, ECC France  

15.45-16.00 Closing remarks 
Ulrika Calmar Folkmann-Schjerbeck, DCO and CPC Denmark and 
Lars Arent, ECC Denmark 

Co-funded by 
the European Union 



Workshops - supplementary information 

Workshop 1: How to develop further the ECC-Net Monitor and improve cooperation 
between Networks 

Relevant reflections and questions 

The purpose of this workshop is to enhance and strengthen the cooperation between our 
Networks. It can be on a pan-European, regional or Member State level.  

During the group sessions we will compare notes, practical experience, and we will join our 
efforts to find new and improved ways in order to fight subscription and other online traps. 

Please note that as all national ECC and CPC authorities are separate authorities, a closer 
cooperation and information sharing may give rise to considerations regarding security, 
confidentiality, personal data and right of access to documents.  

As the debate and discussion of the potential use of the ECC-Net Monitor is only intended 
as a top-level discussion, and due to the nature of the workshop and the time limitations, 
we have decided to exclude this from the scope of workshop 1. Consequently, such 
potential legal issues connected with CPC and ECC cooperation should not be the focus for 
you preparation or the workshop itself.  

The ECC-Net Monitor 

One of the issues that are to be discussed in this workshop is the use of the ECC-Net 
Monitor. We are to investigate how the ECC-Net Monitor could be beneficial to all.   

Based on the presentation of the current ECC-Net Monitor, the groups will have to come up 
with specific new features or fields of application that can increase the value of the tool. 
Perhaps also suggestions for reducing parts of the information.    

It could for instance be suggestions for new technical features that enable the ECC-Net 
Monitor to be a way of gathering concrete evidence for the CPCs.  

Or it could be reflections on which improvements in the Network cooperation are necessary 
if we are to ensure long-lasting and productive use of the ECC-Net Monitor. Should we for 
instance grant the CPC Network direct access to the ECC-Net Monitor and would it be 
possible?    

Co-funded by 
the European Union 



Relevant questions to be considered when searching for such improvements could be  

- How does the ECC-Net Monitor support the ECC members? 
- How will the ECC members use the ECC-Net Monitor in the future?  
- Could the CPC members benefit from gaining direct access to the ECC-Net Monitor?  
- Could this tool help enhance the quality of evidence for all Member States? For 

instance this could be done via securing pan-European OSINT access, e.g. access to 
who-is registries, data collection programs, tracking of websites, etc.?  

- What are the three most efficient OSINT tools used in your day-to-day casework?   
- How should information be distributed? If a case is started by one CPC authority and 

the ECC-Net Monitor is automatically securing evidence continuously could this become 
accessible for the enforcing CPC authority upon receipt of a CPC-request?  

- Should CPC members have direct access to evidence created by the ECC?  

Please see separate presentation of the ECC-Net Monitor. 

Other improvements to the Network cooperation 

The other thing that has to be addressed during this workshop is a more general discussion 
on how to improve cooperation between our Networks.  

Relevant questions to be considered to support this discussion could be 

- Are there good examples on cooperation among the participants that have worked and 
generated results? 

- Which challenges are most relevant to try to solve via better cooperation? 
- What are the barriers for more cooperation? 
- Could the Commission do more to support more cooperation? 

Outcome for each group

At least two concrete suggestions on each of the following issues 
- How to improve the ECC-Net Monitor 
- How to improve cooperation between our Networks 

Workshop 2: How to prevent consumers from getting trapped 

Break-out session A: Prevention of the initial payment 

Relevant reflections and questions  
This session is targeted prevention of the initial payment in subscription traps.  
We will kick-of this session with a short introduction by a representative from Finance 
Denmark, (the Danish Bankers Association) Louise Fjord, to the legal framework, i.e. PSD2, 
article 97 and 98, and the new draft EBA/RTS/2017/02, article 5 and 13, as well as an 
example of the anticipated implementation.  

PSD2 and the RTS introduce new and stronger security measures that might be helpful in 
the prevention of internet traps. I.e. strong customer authentication and dynamic linking 
will be a requirement when the payer initiates an electronic payment transaction. The main 
focus will be PSD2 article 97 and 98, the RTS article 5 and 13, as well as an example of the 
anticipated implementation and the expected timeline. 

Further, Behavioral Insights Advisor, Andreas Maaløe Jespersen, PhD student will explain 



the psychology on why consumers accept fraudulent offers. 

Thereafter we will invite you to an open-minded discussion about the potential benefits and 
challenges connected with preventing the initial payment.  

The participants are invited to share their experiences and thoughts on how to cut off the 
initial subscription payment.  

Some relevant questions for your preparation that will also be discussed during the session 

- Do you know of any success stories when it comes to preventing the initial payment?  
- What challenges, if any, have you experienced with preventing the initial subscription 

payment? 
- What types of two factor authentication is currently used in your country (also within 

other areas than subscription traps)?  
- How is the information required by the PSD2 and RTS expected to be presented to the 

consumer (in your country)?  
- What is the expected effect of such information? Will it make a difference?  
- What options do you consider effective, e.g. how do the consumers respond to 

‘novelty’, ‘danger’?  

Outcome for this group 

What we ask for is your response to the following:

Do you expect the information requirements following the PSD2 and the 
current RTS draft to have an impact on subscription traps?  

At least two concrete suggestions on preventing of the initial payment (not
necessarily based on the PSD2), listing the expected benefits and potential 
pitfalls with these two suggestions. 

Description of the legal framework, i.e. PSD2, article 97 and 98, and the new draft 
EBA/RTS/2017/02, article 5 and 13 

The new payment service directive
1
 (PSD2) will set out a common legal framework for 

businesses and consumers when making and receiving payments within the European 
Economic Area.  

One intended benefit is to improve consumer protection against fraud, possible abuses and 
payment incidents through enhanced security requirements including the use of strong 
customer authentication for electronic payments.  

Further, on 23 February 2017 the European Banking Authority (EBA) published its final draft 
Regulatory Technical Standards (RTS) on strong customer authentication and common and 
secure communication. These RTS, which were mandated under the revised Payment 
Services Directive (PSD2) and developed in close cooperation with the European Central 
Bank (ECB), are intended to pave the way for an open and secure market in retail payments 
in the European Union. 

In relation to subscription traps PSD2 and the RTS will introduce new and stronger security 

1
 DIRECTIVE (EU) 2015/2366 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 25 November 2015 on payment services in the internal market, 

amending Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation (EU) No 1093/2010, and repealing Directive 2007/64/EC. 



measures. 

Since the subscription payments are electronic payment transactions, they will be subject to 
the RTS, article 5, which requires dynamic linking. This means that the payer shall be made 
aware of the specific amount and payee of the transaction, and that the authentication 
code can only be used for this specific transaction. Depending on whether the amount is the 
same for each payment, the payments may be subject to the exemption listed in article 13  

Different amounts   
If the initial payment is € 1 and the subsequent subscription payments are € 50, the 
consumer will receive two authentication codes – one linked to the payment of € 1 and one 
to the payment of € 50. 

Same amounts 
If the initial payment is the same amount as the subsequent subscription payments, e.g. € 
50, the payments are covered by the term recurring transactions, where the series of 
payments are with the same amount and to the same payee. 

Such recurring payments are subject to RTS, article 13, according to which the payment 
service providers can exempt a recurrent payment from the application of strong customer 
authentication. An extract of the RTS is included below. This means that the customer will 
only receive one authentication that is linked to the initial payment, e.g. € 50. 

For subscriptions payment this means that the initial payment will be subject to strong 
customer authentication. Any changes to the amount or payee for the following payments 
will also be subject to strong customer authentication. 

Extract from DIRECTIVE (EU) 2015/2366 OF THE EUROPEAN PARLIAMENT AND OF THE 
COUNCIL of 25 November 2015 on payment services in the internal market, amending 
Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation (EU) No 1093/2010, 
and repealing Directive 2007/64/EC. 

Article 97 
Authentication 

1. Member States shall ensure that a payment service provider applies strong customer
authentication where the payer: 
accesses its payment account online; 
initiates an electronic payment transaction; 
carries out any action through a remote channel which may imply a risk of payment fraud or 
other abuses. 
2. With regard to the initiation of electronic payment transactions as referred to in point (b)
of paragraph 1, Member States shall ensure that, for electronic remote payment 
transactions, payment service providers apply strong customer authentication that includes 
elements which dynamically link the transaction to a specific amount and a specific payee. 
3. With regard to paragraph 1, Member States shall ensure that payment service providers
have in place adequate security measures to protect the confidentiality and integrity of 
payment service users’ personalised security credentials. 
4. Paragraphs 2 and 3 shall also apply where payments are initiated through a payment
initiation service provider. Paragraphs 1 and 3 shall also apply when the information is 
requested through an account information service provider. 
5. Member States shall ensure that the account servicing payment service provider allows
the payment initiation service provider and the account information service provider to rely 
on the authentication procedures provided by the account servicing payment service 
provider to the payment service user in accordance with paragraphs 1 and 3 and, where the 
payment initiation service provider is involved, in accordance with paragraphs 1, 2 and 3. 
(my emphasis)  



Article 98 
Regulatory technical standards on authentication and communication 

1. EBA shall, in close cooperation with the ECB and after consulting all relevant
stakeholders, including those in the payment services market, reflecting all interests 
involved, develop draft regulatory technical standards addressed to payment service 
providers as set out in Article 1(1) of this Directive in accordance with Article 10 of 
Regulation (EU) No 1093/2010 specifying: 
(a) the requirements of the strong customer authentication referred to in Article 97(1) and 
(2); 
(b) the exemptions from the application of Article 97(1), (2) and (3), based on the criteria 
established in paragraph 3 of this Article; 
(c) the requirements with which security measures have to comply, in accordance with 
Article 97(3) in order to protect the confidentiality and the integrity of the payment service 
users’ personalised security credentials; and 
(d) the requirements for common and secure open standards of communication for the 
purpose of identification, authentication, notification, and information, as well as for the 
implementation of security measures, between account servicing payment service providers, 
payment initiation service providers, account information service providers, payers, payees 
and other payment service providers. 
2. The draft regulatory technical standards referred to in paragraph 1 shall be developed by
EBA in order to: 
(a) ensure an appropriate level of security for payment service users and payment 
service providers, through the adoption of effective and risk-based requirements; 
(b) ensure the safety of payment service users’ funds and personal data; 
(c) secure and maintain fair competition among all payment service providers; 
(d) ensure technology and business-model neutrality; 
(e) allow for the development of user-friendly, accessible and innovative means of 
payment. 
3. The exemptions referred to in point (b) of paragraph 1 shall be based on the following
criteria: 
(a) the level of risk involved in the service provided; 
(b) the amount, the recurrence of the transaction, or both; 
(c) the payment channel used for the execution of the transaction. 
4. EBA shall submit the draft regulatory technical standards referred to in paragraph 1 to
the Commission by 13 January 2017. 
Power is delegated to the Commission to adopt those regulatory technical standards in 
accordance with Articles 10 to 14 of Regulation (EU) No 1093/2010. 
5. In accordance with Article 10 of Regulation (EU) No 1093/2010, EBA shall review and, if
appropriate, update the regulatory technical standards on a regular basis in order, inter alia, 
to take account of innovation and technological developments. 
[…] 

Extract from the draft Regulatory Technical Standards on Strong Customer Authentication 
and common and secure communication under Article 98 of Directive 2015/2366 (PSD2) 
[EBA/RTS/2017/02] 

CHAPTER 2 SECURITY MEASURES FOR THE APPLICATION OF STRONG CUSTOMER 
AUTHENTICATION 

[…] 



Article 5 
Dynamic linking 

1. Where payment service providers apply strong customer authentication in accordance
with Article 97(2) of Directive (EU) 2015/2366, in addition to the requirements of Article 4, 
they shall adopt security measures that meet each of the following requirements:  
(a) the payer is made aware of the amount of the payment transaction and of the 
payee;  
(b) the authentication code generated shall be specific to the amount of the payment 
transaction and the payee agreed to by the payer when initiating the transaction. 
(c) the authentication code accepted by the payment service provider corresponds to 
the original specific amount of the payment transaction and to the payee agreed to by the 
payer. Any change to the amount or the payee shall result in the invalidation of the 
authentication code generated.  
[…] 
4. For the purpose of the requirement under point (b) in paragraph 1 and where payment
service providers apply strong customer authentication in accordance with Article 97(2) of 
Directive (EU) 2015/2366 in relation to payment transactions for which the payer has given 
consent to execute a batch of remote electronic payment transactions to one or several 
payees, the authentication code shall be specific to the total amount of the batch of 
payment transactions and to the specified payees. 

[…] 
CHAPTER 3 EXEMPTIONS FROM STRONG CUSTOMER AUTHENTICATION 

Article 13 
Trusted beneficiaries and recurring transactions 

1. Subject to paragraph 2 of this Article and to compliance with the requirements laid down
in paragraphs 1, 2 and 3 of Article 2, payment service providers are exempted from the 
application of strong customer authentication in each of the following situations:  
(a) the payer initiates a payment transaction where the payee is included in a list of 
trusted beneficiaries previously created or confirmed by the payer through its account 
servicing payment service provider;  
(b) the payer initiates a series of payment transactions with the same amount and 
the same payee. 
2. For the purpose of points (a) and (b) of paragraph 1 the following cases do not constitute
an exemption: 
(a) In relation to point (a) of paragraph 1, the payer or the payer’s payment service 
provider, provided that the payer gave its consent, creates, confirms or subsequently 
amends, the list of trusted beneficiaries.  
(b) In relation to point (b) of paragraph 1, the payer initiates the series of payment 
transactions for the first time, or subsequently amends, the series of payments. 



Why do consumers accept fraudulent offers? 

Fraudulent offers, where consumers are presented with (sometimes unrealistically) low 
prices for products only to find themselves signed up for expensive subscriptions, is an 
increasing problem for consumers across EU member states.  

Research in consumer psychology into why and when consumers accept fraudulent offers 
highlight that future solutions need to extend beyond traditional information dissemination 
to consumers in the hope that they can learn to avoid such offers on their own. Traditional 
information is inefficient because fraudulent subscription services use advertisement 
strategies designed to inhibit critical evaluation by the consumer.  

When consumers evaluate advertisements, their purchasing decision is guided by the 
interplay between two psychological systems:  

- the behavioral approach system (BAS) and 
- the behavioral inhibition system (BIS).  

The BAS is practical and confirmatory in nature. When this system dominates, the consumer 
is focused on finalizing the sale, and this focus comes at the cost of limited critical and 
thorough evaluation. Thus, the consumer is unlikely to search for information that 
disconfirms the need to finalize the transaction.  

The BIS is critical and disconfirmatory in nature. When this system is active the consumer is 
more skeptical and will invest more time in searching thoroughly for information that can 
disconfirm the need to finalize the offer.  

Fraudulent subscription advertisement aims at activating the BAS through well-known 
psychological mechanisms such as ‘the amazing deal’, ‘limited time offers’ and ‘selective 
availability’. The aim is to incite a state of urgency and excitement. Furthermore, the 
advertisement aims to limit the BIS by imitating wording, symbols and the language of 
legitimate advertisements and web-shops. The nature and design of these transactions 
reduces the efficacy of traditional information dissemination, because the design and 
architecture of the transaction is designed to make the consumer disregard information that 
goes counter to finalizing the transaction. That means that even if the consumer knows, in 
the abstract, that she should critically evaluate a good deal, she is unlikely to do so in the 
absence of BIS activating elements within the transaction itself. 

MULTILAYERED PAYMENT 
The introduction of multilayered payment provides a unique opportunity for counteracting 
fraudulent subscription services because it provides a direct communication between a non-
commercial part of the transaction, the card issuer, and the consumer, before the 
transaction can be finalized. To be fully effective this communication should aim at 
activating the BIS in those consumers at risk of engaging in fraudulent subscription services 
without burdening the majority of consumers who use their credit cards for legitimate 
subscriptions.  

Well known BIS triggers are elements such as 
- novelty/surprise, 
- risk of punishment and 
- non-rewards.  

When we encounter something unexpected (or frightening/fruitless) our line of reasoning 
turns from approach to avoidance and we begin to search for reasons to stop rather than 
continue the process.  



The multilayered payment can utilize both novelty and risk of punishment by placing the 
total-subscription sum prominently in the communication with the consumer. When the 
consumer finalizes the transaction she will have a specific amount in mind (typically the very 
low teaser or shipment price mentioned in the fraudulent advertisement). By prominently 
placing a much higher amount, the consumer is forced to critically re-evaluate the entire 
purchase.  

Additionally, it should avoid prominent placement of security code needed to finalize the 
transaction. If the code is presented prominently, there is a high risk that the consumer will 
apply the code without reading the additional information about subscriptions and total 
costs. This is because the consumer is in a state of approach when receiving the 
information, and without elements to break up the approach process; she will only actively 
look for information that makes it possible to finalize the current transaction. 

Break-out session B: Communication and consumer information 

Relevant reflections and questions  
This session targets communication and consumer information. 

We will kick-off this session with a short introduction from Behavioral Insights Advisor, 
Laurits Rohden Skov, PhD, who will give a few hints on how (not) to communicate to 
consumers if they are to avoid ending up in subscription or other online traps. Furthermore 
ECC Director Jolanda Girzl, ECC SE will give a short presentation with examples from their 
communication activities.    

You are then invited to take part in an open-minded discussion about the benefits of doing 
more or doing things differently than today when using communication as a way of 
preventing consumers from being trapped on the internet.  

We will ask you to discuss relevant communication tools and to share experience using 
communication proactively against online traps or in other comparable areas. The 
discussions should also include the possibility of cooperating more within the networks. 

Some relevant questions to ask during the session 

- Do you know of any success stories about communicating to consumers about online 
traps?  

- What would you do differently if you could communicate and inform in exactly the way 
you would like to? 

- Is “naming and shaming” a tool that is available in your country and how is it used?  
- What is cooperation with the press like? Could we do more?  
- Can we learn from companies using these traps? 
- Can we cooperate more with companies offering customer reviews, trustmarks or other 

similar services in order to reach consumers with warnings?     



Outcome for this group 

We would like the following: 

The positive stories – when was communication a success (specific
examples) 

The main barriers today for a successful communication strategy? 

Who should we work closer with to improve our ability to reach 
consumers with information and with warnings? And how? 

How to address information overload and ‘purchasing inertia’ – a brief introduction 

Information overload is a psychological bias that can cause consumer inactivity or inertia 
(‘go with the flow’-decision making

2
).  Information overload happens when the consumer is 

faced with either vast amount of information or complex terminology – and in many cases a 
combination of the two. Information overload typically occurs in complex markets 
dominated by legal or economic terminology. 

The traditional rationale behind information disclosure, is to provide “information that 
equips disclosees to understand their choice well enough that they analyze it and make a 
well-informed, well-considered decision”

3
. Research, however, shows that limited cognitive 

processing capacity and ‘smart’ advertisement can disrupt the intended purpose of the 
disclosed information. These disruptions can happen either intentionally or unintentionally. 

When businesses intentionally seek to overload consumers with information they typically 
do so to obfuscate specific elements of the product or good i.e. high costs or consumer 
protection disclaimers. Websites that scam people into subscription traps are likely to use a 
range of different techniques, including obfuscation, to minimise consumer awareness 
without overstepping the bounds of the law. Some of these practices are straight up illegal; 
others are in a grey zone. Information overload makes communication strategies aimed at 
informing consumers about unintended consumer choices difficult, since more 
communication by definition will not improve the overloaded consumer’s choice. 

2
 A more technical term is consumer behaviour dominated by the behavioural approach system (BAS). 

3
 Omri Ben-Shahar and Carl E. Schneider (2014) More Than You Wanted to Know: The Failure of Mandated Disclosure Princeton and Oxford: Princeton 

University Press. 2014. Pp. x, 195. P 34 



Insights from behavioural sciences suggest three strategies to avoid or reduce information 
overload: Simplification, framing and salience. Since regulators rarely control the flow of 
information at the websites offering subscription traps simplifying the information is not an 
option.  

Framing messages and making the communication salient has to compete with existing set 
of extremely salient framings, such as “Free” and “Limited offers” as well as a range of 
graphical elements designed specifically to steer attention towards finalising the purchase. 
For this reason it is especially important to understand the consumer’s choice behaviour 
when accepting fraudulent offers and enrolling in subscription traps. 

Consumers that are accepting fraudulent offers and freebies are in a purchasing inertia, 
where few cognitive resources are reserved for what is called the behavioural inhibition 
system (BIS). BIS is critical and disconfirmatory in nature, and an active consumer will be 
thoroughly searching for information that justifies terminating the purchase. Thus, for 
communication to be a useful tool for counteracting subscription traps it needs to activate 
the BIS. Well known BIS triggers are novelty/surprise, risk of punishment/ loss and 
peripheral.  

Due to information overload this communication is challenged by behavioural biases. A 
behavioural experiment commissioned by the DG for Justice and Consumers illustrated how 
communicating about subscription traps in the context of websites high in information 
overload framing the message saliently successfully activated awareness (and maybe BIS) in 
a segment of their test population. Nevertheless, a large proportion of consumers in the 
test still did not identify the crucial information that was the aim of the test.  

The workshop on Communication and Consumer Information the 5
th

 of April in Copenhagen 
will give an introduction to the role of information overload on some of these behavioural 
biases.  

Literature: 
Andrews, D. (2013). The interplay of information diagnosticity and need for cognitive 
closure in determining choice confidence. Psychology & Marketing, 30(9), 749-764. 
Judith E, Hennessey and Shirley C. Anderson (1990) ,"The Interaction of Peripheral Cues and 
Message Arguments on Cognitive Responses to an Advertisement", in NA - Advances in 
Consumer Research Volume 17, eds. Marvin E. Goldberg, Gerald Gorn, and Richard W. 
Pollay, Provo, UT : Association for Consumer Research, Pages: 237-243. 

Simplification: Consumers are more likely 
to take action when it’s easy for them to do 
so (and clear what is being asked of them). 
Make a service easier to use or a message 
easier to understand. 
Framing: Consumers react differently to the 
same information, depending on how it is 
framed. When encouraging a positive 
behaviour, frame it in a way that is 
appealing. 
Salience: A consumer’s attention is drawn 
to what is novel and seems relevant to 
them. Make the most important 
information or required action stand out so 
that it attracts attention. 
Source: The EAST framework, Behavioural Insights 
Team, UK 



Break-out session C: Enhanced cooperation with stakeholders 

Relevant reflections and questions  
This session targets cooperation with different stakeholders such as banks, credit card 
providers, businesses and consumer organisations, debt collectors and intermediaries such 
as Facebook.  

We will start with a short Q&A session with the representatives from the business – and 
credit card organisations giving them the opportunity to elaborate on their presentations. 
Furthermore ECC Director Ragnar Wiik, ECC NO will give a short presentation with 
experiences from ECC NO´s proactive stakeholder cooperation.    
We would then invite you to share knowledge discuss how our Networks could benefit from 
more close cooperation with external stakeholders as the ones mentioned. 

Some relevant questions to ask during the session 

- What are some examples of successful stakeholder cooperation? What are the 
characteristics they share? 

- On what level is it relevant to seek stakeholder cooperation? Can we do something 
locally or is it only relevant at EU-level? 

- Could a joint approach from ECC and CPC towards specific stakeholders increase the 
likelihood of success  

- What can we offer stakeholders?  
- What should the role of the Commission be? 
- Could we for instance weakening subscription trap companies’ ability to functioning on 

the market through more close cooperation with banks and debt collection companies? 
Easy access for consumers to charge-back via the bank and difficulties for the 
companies to get help from debt collectors are ways to make the business methods less 
attractive.  

- Would we gain from enhanced cooperation with business organisations to encourage 
them to take an active part in stopping business that are not complying with consumer 
rights? 

- Is it realistic to seek influence through dialogue with Facebook and others to seek to 
prevent companies that uses online traps to market their products.    

Outcome for this group 

We would like the following:

- Success stories 
- 5 very good initiatives that include stakeholder cooperation 
- 5 convincing reasons why stakeholders should invest in more 

cooperation with CPC and ECC 
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About the survey 
Target group: National representative 18-75 years old in each country. 
 
Method: Online interviews in web panels in each country. See which panels that have been used in the 
table below. Each web panel is representative of Internet users in each country. 
 
Sample: The survey was conducted with a simple random sampling in each web panel, based on gender 
and age. The sample is also based on age quotas in each country. The following age quotas were used in 
all six countries: 18-29 years, 30-44 years, 45-59 years and 60-75 years. 

Country Panel Recruitment 

Sweden, Norway, Finland Kantar Sifo (Sweden), Kantar TNS 
(Norway, Finland) 

Randomly recruited, no 
self-recruitment 

Netherlands, Belgium Lightspeed GTM Partially randomly recruited 

Austria Lightspeed GTM 85%, Bilendi 15% Partially randomly recruited 

The Swedish Consumer Agency and the ECC Sweden commissioned this survey from Kantar 
SIFO. It aims to highlight the size and nature of the problem with the subscription traps within 
a range of EU countries. 



About the survey 

Below information about number of invited, not started, cancelled, 
completed interviews etc. Both in total and for each country are presented.  
 
    

Total 
  

Belgium 
  

Austria 
  

Sweden 
  

Finland 
  

Norway 
  

Netherlands 
Invited 41 496 9 883 6 122 3 663 6 756 2 455 12 617 
Not invited 400 0 0 400 0 0 0 
                
Not started 34 113 8 361 4 793 3 237 5 390 1 228 11 104 
Cancelled 212 22 15 87 35 32 21 
Quota full (age) 1 975 500 314 254 331 84 492 

Completed 
interviews 

6 112 1 000 1 000 1 001 1 000 1 111 1 000 



In general, 55% consumers are aware of their right to withdraw from a purchase within 14 
days. Austrian and Finish consumers are best informed (62%), Dutch (45%) and Belgium 
(49%) consumers are below the medium.  

 

  Consumer knowledge: right to withdraw from a purchase within 14 days 

Netherlands & Belgium Sweden & Norway Austria & Finland 
45-49 % 54-56% 62% 

N = 6112. Question: You have a 14-day legal right to withdraw from a purchase made from a 
company within EU, Norway or Iceland? 
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Consumer knowledge: not to pay for goods not ordered 

N = 6112. Question: You are not required to pay for goods you have not ordered?  



 
In total, 51 % are aware of their right to make a claim toward their credit card provider. 
There are huge differences between the countries:  

 
 

  Consumer knowledge: legal right to make a claim to credit card provider 

Sweden & Austria Belgium & Norway Finland & Netherlands 
24- 35 %  51-59%  68-69%  

N = 6112. Question: If you have paid with a credit card and the seller refuses to repay you due 
to a problem, you have the legal right to make a claim to your credit car provider? 



Consumer knowledge: correct and incorrect answers on statement 1-4  
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Occurrence of subscription traps 
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How often do you see “too-good-to-be-true” offers on the internet or 
on social media? 

Every day 2-3 times a week Once a week Once a month Never Can´t remeber



Experience of subscription traps  
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Netherlands
(n=1000)

Have you ordered goods/services by clicking on “too-good-to-be-true” 
offers online (such as a pop-up ad), which resulted in an unwanted 

subscription to a product/service? 

Yes, during the last 3 years Yes, more than 3 years ago No No answer

Estimation 
of number in 
the 
population  
18-75 years 
(Yes, last 3 
years) 

Belgium 988 371* 

Austria 726 736** 

Sweden 211 656 

Finland 198 617 

Norway 150 185 

Netherlands 1 218 420** 

*Based on 20-74 years (2013) 
**Based on 15-65 years (2016)  
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Informed the company

Tried to cancel subscription

Demanded refund

Netherlands

Belgium

Total

Contact company 

N = 713. Question: The last time this happened, what did you do when the 
business demanded payment for the subscription? Which, if any, of the 
following statements apply to you?  



How the consumer acted – I paid  

N = 713. Question: The last time this happened, what did you do when the business demanded 
payment for the subscription? Which, if any, of the following statements apply to you?  

29 
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I paid

Total (n=713) Belgium (n=198) Austria (n=104) Sweden (n=58)
Finland (n=89) Norway (n=82) Netherlands (n=182)



Reaction to subscription trap 
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Payment
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Police report
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Netherlands
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Total

N = 713. Question: The last time this happened, what did you do when the business 
demanded payment for the subscription? Which, if any, of the following statements apply to 
you?  
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Rejected my request for repayment

Repaid the amount

Required a police report

Asked me tho pay a fee (request rejected)

My case is ongoing

Total 

Chargeback: reaction from bank / credit card provider 

N = 72. Question: How did your bank / credit car provider deal with your request to reverse a 
transaction?  



How much the consumers have spent because of subscriptions traps    

N = 713. Question: The last time this happened, what did you do when the business demanded 
payment for the subscription? Which, if any, of the following statements apply to you?  
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How much money have you spent during the last three years due to 
clicking on these types of links on the internet/social media? Base: 

have ordered last 3 years.  

Nothing 1 - 49 Euro 50 - 99 Euro 100 - 499 Euro 500 - 999 Euro 1 000 Euro or more Don´t kow



Summary – Average loss of money in Euro)    

115 
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26-75 (n=361

18-25 (n=61)

Women (n=187)

Men (n=235)

Total (n=422)

Average loss of money (Euro)

Total amount consumers 3 493 985 x 116 Euro= 405 302 260  Euro 
 



In general, consumers do not claim their rights when being victim of 
subscription traps 
Consumers contacted the company but:  

less consumers try to cancel subscription 
few consumers demand refund  

A large number of consumers pay but even more contact the company 
Nearly no consumer contacted a third party, police, or dispute 
settlement body  

                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                           
 

Summary 



Few experience of subscription traps in all countries  
( < 22%) 
Concerned countries: Belgium (21%) and Netherlands (19%) 
Slight increase of subscription traps in all countries in the 
last three years, except of Sweden  
BUT: Occurrence seems not to be related to experience of 
subscription trap (Why?) 

Summary: Experience of subscription trap 



Analysis of the results 
If we look deeper in the overall results and especially 
study men and women we see some interesting 
differences between these groups: 
• Men have greater knowledge about their rights as 

consumers. 18 % of all men in the survey 
answered correct on all four statements. The 
corresponding number is 13 % among women. 
 

• Men have in a greater extent seen “too-good-to-
be-true” offers at least once a week (68 %) 
compared to women (64 %). 
 

• Men have also more experience of subscription 
traps than women. 8 % of the men say that they 
have had experience of subscription traps during 
the last three years. 6 % of the women in the 
survey have experienced this.  

    

 

• Among men the subscriptions were for tablet/mobile 
phone or antivirus products/computer services in 
greater extent. Women on the other hand have 
ordered diet/slimming products or beauty products in 
greater extent.  
  

• When it comes to how much money the consumers 
have spent during the past three years due to clicking 
on these links men have spent in average 147 Euro and 
women have spent 74 Euro.  
Possible explanations: men have a greater experience 
of subscription traps the past three years and have 
also in a greater extent experience of subscription 
traps for more expensive products (e.g. tablet/mobile 
phone or antivirus products/computer services) than 
women have.     



Analysis of the results 
Further, we also see interesting differences between the 
age groups 18-25 years and 26-75 years old: 
 
• 26-75 year olds have a greater knowledge about 

their rights as consumers than the 18-25 years olds 
have. 16 % of the respondents, 26-75 years old, have 
given the correct answers on all four statements 
regarding consumer rights. The corresponding 
number is 12 % among 18-25 years olds.  

• 18-25 years old say that they have seen “too-good-
to-be-true” offers at least once a week (75 %) in a 
greater extent than 26-75 years old (65 %). 

• 18-25 years old have a greater experience of 
subscription traps than the older (26-75 years old). 
15 % have some experience of subscription traps 
while 11% the respondents 26-75 years old say that 
they have some experience of this.  

    

 

• Older respondents (26-75 years old) who have 
experienced subscription traps have in a greater 
extent contacted their bank/credit card provider 
to ask them to reverse the transaction on their 
credit card (chargeback) compared to the younger 
respondents (18-25 years old). 12 % among the 
26-75 year olds have contacted the bank/credit 
card provider compared to 2% among the 18-25 
years old. If we connect this to the result on the 
statement regarding if you have a legal right to 
make a claim to your credit card provider or not, 
the knowledge about this is greater among the 
older (26-75 years old) than it is among the 
younger (18-26 years old).   



For further information: 
Jolanda Girzl 
Director  
Konsument Europa/European Consumer Centre Sweden 
 
Tel: +46 54 19 40 52 
Mobile: +46 76 110 40 52 
www.konsumenteuropa.se 
jolanda.girzl@konsumenteuropa.se 

 

Thank you for your attention!  
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Presentation on the ECC Net Monitor: 
Bianca Schulz, European Consumer Centre France 
background information provided prior to the workshop .
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ECC Monitor 
 
A way forward for  
ECC-CPC cooperation  
 

05/04/2017 –  
European Consumer Center Network – Consumer 
Protection Cooperation Network – e-Enforcement Group 
Joint  workshop  COPENHAGEN 



Involved parties 

 

Joint action 2016-2017 for ECC/CPC-Net case related 

communication 

Lead: ECC France 

Working group: ECCs Denmark, Germany, Norway and 
Sweden   

DG JUST 



Joint action 2016-2017 for ECC/CPC-Net case related 

communication 

Set up of the tool 

 The tool consists in a knowledge sharing section in the ECC-Net 
wiki gathering within the ECC-Net in subsections all information 
available on specific traders or practices that are of CPC 
relevance = “one stop shop” 

Over the year the information is updated by the ECC-Net. 

 

They are described by using agreed templates: Every trader or 
practice will be fed with the information gathered around the 
network and presented in an harmonised way.  

 



Content 

 

Research about the company, its registration and involved 
persons and partner traders to facilitate in depth research by 
the CPC-Net 

 Clear indication of the infringements gathered by the ECCs 

Gathering of information derived from the ECCs Website checks 
depending on applicable consumer law and case law 

 

Gathering of solutions/rulings from the CPC-Net for cases 
initiated by ECC-Net, as far as secrecy of procedure allow the 
ECC-Net to have access to those.  

 

Joint action 2016-2017 for ECC/CPC-Net case related 

communication 



Create communication between ECCs and CPC authorities based 
on concrete case examples. 

 
 

 

Install a work flow between ECC and CPC-Net: 

Cooperation on national level is very different from an ECC-Net 
perspective: several ECCs have cooperation protocols in place 
with their CPCs but not all of them.  

 Better case handling, reporting, data and statistical evaluation, 
evidence collection, consumer testimonial collection, alerts and 
best practices analysis. 

 

Joint action 2016-2017 for ECC/CPC-Net case related 

communication 

Objectives of the common tool 

 



ECC and CPC-Net: Coordination of CPC relevant information in one 
place (case data, legislation, evidence), overcoming of language 
hurdles in evidence collection, better analysis of the outcome of cases  

 

 
The beneficiary(ies) of the scheme: the beneficiaries being besides the 
ECC-Net consumers: better transfer of issues of collective consumer 
concerns to national and EU stakeholders (maybe also improve the 
ICPEN cooperation) 

 Coordinated responses to consumers all over the EU 

 Beneficiary(ies) are also other organisations such as the European 
Commission  and Parliament, our national cofunders, etc. who we 
would be able to provide better input and statistics to - for policy 
making purposes 

 

What does the tool concretely aim to achieve in terms of benefits for: 

Joint action 2016-2017 for ECC/CPC-Net case related 

communication 



Identify key information needed by CPC-authorities  

Develop a template for harmonised case reporting on the ECC-
Net wiki to be shared with the CPC wiki 

 One place where all research about a company, all information 
available and case examples can be found 

 

How to get there? 

Joint action 2016-2017 for ECC/CPC-Net case related 

communication 

Indication of the infringements observed by the ECCs 

 Regular updates of information 

 



37 traders have already been reported until 23/03/2017, each of 
them having committed repeated breaches of European 
consumer law. 

 3 main case categories have been reported: 

• Subscription traps, estimated damage to consumers is at least 
€ 382,000.  

• Non delivery or defective products. The amount of reported 
damage is estimated at over  € 140,000. 

• Also financial investments and precious metals. There are less 
cases but the damage reported in the ECC-monitor is at least € 
200,000. 

 

 

   

Joint action 2016-2017 for ECC/CPC-Net case related 

communication 

Where we are at the moment 



Consumer rights directive: The main offenses relate to the cooling 
off/withdrawal period. This may be the non-respect of the withdrawal period, 
but also the failure to inform the consumer of the existence of this right of 
withdrawal. Conversely, the failure to warn the consumer that the right of 
withdrawal does not exist in tourism in particular. Cases of non-compliance 
with disclosure requirements and professional advice to the consumer are 
also very common. Frequently, additional charges are added at the time of 
payment which also contravenes the provisions of the Directive. Breaches 
may also include failure to inform about the existence of or to correctly apply 
the rules governing the legal guarantee of conformity. Especially with regard 
to design furniture cases involve delivery and payment issues also. 

 

 

Unfair commercial practices: This includes non-communication of the exact 
price of the product, the price increase depending on the payment method 
used, administrative formalities disproportionate to terminate a contract are 
also common and constitute unfair trade practices. 

 

Major infringements reported in the ECC-monitor   

Joint action 2016-2017 for ECC/CPC-Net case related 

communication 



From now on each ECC is requested to have one contact person 
per ECC-monitor fiche to be the relevant contact person. This 
will allow to be more efficient and facilitate the flow of 
information for each trader. From past experience, it is 
preferable that one person per ECC centralizes the files and 
information concerning a specific trader. This will facilitate a 
comprehensive view of the case, a concerted and collective 
approach towards the trader and making contact easier in case 
of questions or action from the CPC authorities. 

Where we are at the moment 

 

Joint action 2016-2017 for ECC/CPC-Net case related 

communication 

First cases have been shared with CPC-Net, i.e working group on 
subscription traps 

 



What is needed now ? 

 

   

Joint action 2016-2017 for ECC/CPC-Net case related 

communication 

 

More feedback from CPC authorities so that the forms 
and methodology can be finalised and made consistent 
enough for CPC action to be justifiable.  

 

First feedback from CPC authorities form last summer 
has been integrated and forms have been adapted. 

 

 

 



After the workshop ECC France would encourage all ECCs to convene 
two-party meetings between national ECCs and national CPC-
authorities. These meetings are designed to foster the personal 
contacts between the ECCs and the CPC-authorities and to find 
customised ways how to use the new tool most efficiently in the 
national context. If adaptations of the tool are necessary, ECC France 
will implement them. 

 Virtual meeting rooms available at the Commission may allow those 
ECCs who are not close to the CPC premises to organise kick off 
meetings. A calendar can be made available for the organisation of 
these virtual meetings. They can also allow spontaneously to discuss 
up-coming questions to which ECC France can provide further 
specifications on demand. 

 

What to do to get there 

Joint action 2016-2017 for ECC/CPC-Net case related 

communication 



Over the year, ECC France would coordinate the work for both ECC and CPC-
Net by asking every month the ECC-Net about companies or practices they 
consider relevant for CPC-Net activities.  
 
ECC France will then go through all the information and synthesize it in the 
system. When alerted directly by consumers or by specific ECCs 
spontaneously, the same process applies.  
 
When asked by a CPC, ECC France will share the information available or 
research the information if not yet there. 
 
Over the year, ECCs can also individually feed the system by following the 
adopted methodology. 

Joint action 2016-2017 for ECC/CPC-Net case related 

communication 

What else will be done? 



ECCs would continue gathering cases of collective consumer interest 
and communicate them to the CPC-Net via the tool. 

 

   

 

Every month, ECC France will ask the ECC-Net about companies or 
practices they consider relevant for CPC-Net activities.  The 
information will be shared with the CPC-Net. 

 In June, September and December, ECC France will ask for an update 
on the indicated companies.  

In June ECC France will launch a survey among ECCs and CPCs on the 
use of the tool and improve the tool. 

 

 

End of June and end of December ECC France will publish a short 
report on the companies and practices registered in the monitor. 

 

What will happen next ? 

Joint action 2016-2017 for ECC/CPC-Net case related 

communication 



Outlook? – Broader picture? 

Joint action 2016-2017 for ECC/CPC-Net case related 

communication 

Valid testing phase for the ‘external alert mechanism’ foreseen in the 
proposal for a regulation on cooperation between national authorities 
responsible for the enforcement of consumer protection laws - COM(2016) 
283 final – which foresees that besides the CPC authorities other entities 
may participate in the alert mechanism through external alerts.  
The ECCs shall be entitled to notify the competent authorities of the 
Member States concerned and the Commission of suspected infringements 
and provide information using a standard form for external notifications. 
 
The ECC-monitor may allow to test already standard forms in this context 
and identify together with the Commission and the competent authorities 
the information needed by the CPC-Net. 
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Presentation Stakeholder key address 
Lone Rasmussen, The Confederation of Danish Enterprise.
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ECC WORKSHOP ON 
ONLINE TRAPS  
The importance of enforcement and closer cooperation  
between consumer and business representatives 

Lone Rasmussen 
Head of Retail and Wholesale division and Consumer Policy 
E-mail: lra@danskerhverv.dk 
Phone: +45 33 74 62 17 / mobile +45 42 24 32 46 

mailto:lra@danskerhverv.dk


The Confederation of Danish Enterprise 
Represents approx. 17.000 member companies  

80 branch organisations 

Retailers, travel agents, hotels, PA bureaus, IT-companies, transport etc. 
 

Consumer Policy is an important policy area: 
 Consumer Policy team of 5 in Denmark + office in Brussels 
 Legal advice on consumer law 
 Negotiations with the Consumer Ombudsman 
 Member of the Consumer Complaint board 

 



The large majority of traders have the same interest 
in good consumer conditions as consumers – it is 
their costumers!  
 
For these traders efficient enforcement ensures a 
level playing field and is a requisite for a well 
functioning market.  
 
Online traps often abuses serious brands to lure 
consumers into their trap. It harms consumers but 
also damages the brand of the company. 
 
  

 
 
 





The internet and increasing cross border e-
commerce gives concrete challenges 

 Consumers from the age 16-74 that has shopped online in other EU-member 
States 2015 

Source: European Commission, Digital Agenda Scoreboard 



WE STRONGLY SUPPORT  
BETTER ENFORCEMENT OF  
CONSUMER PROTECTION RULES 
 The int er nal  mar ket  wil l  not  wor k if  

enf or cement  is not  unif or m and ef f icient  
 

General remark:  
The existing consumer legislation should be implemented and enforced 
before new legislation is added. Legislation should be balanced and 
work for both consumers and traders. The two are not enemies! 
They are the two sides of a coin. The enemy (if there is a such) is rouge 
traders and abusive consumers. 



Consumer  at t it ude t o r et ur ning used goods 



DILEMMA BETWEEN COMPLICATED RULES ON PAPER 
AND THOSE RULES CARRIED OUT IN PRACTICE 
EXAMPLES 
 
- Repairs: what  is reasonable t ime?  
- How do we determine what  is tear and wear and not  a f ree repair og replacement? 
- Informat ion requrements: The load is enormeous. Everything can’t  f it  one page. How 

ensure the consumer knows the most  important  things? 
- Rome 1: When does a t rader target  a market? There are no simple answers – case by 

case. 
- What  if  the t rader or consumer lie? 
- What  shall the t rader do, when EU-law is cont rodictory?  
- What  shall the webshop do, when consumers return goods they have used? 
- Geoblocking: How will consumers know, that  they face new responsibilit ies? 
- Cont ract  rules: How shall a complaint  case take place for lost  goods? 

 
MOST TRADERS STRIVE FOR HAPPY COSTUMERS AND GO A LONG WAY TO GIVE THEM 
GOOD SERVICE. BUT CONSUMERLEGISLATION GETS MORE AND MORE COMPLICATED. 

 

 

 

 

 

 



Where can the ECC network and business organisations help 
each other: 

• Work towards a  common understanding of how the often 
complicated and contradictory EU law shall be transformed to 
practice and work in the real world 

• Work towards a uniform understanding of what a breach/violation 
is – and the seriousness of the offence 

• Distinction between rouge traders and unintentional faults 

• Help each other to identify and stop cross border fraud and rouge 
behaviour. 



 

 Understand and respect that money matters – not 
only for consumers, but also for traders 

 

 If legislation becomes too burdenful (e.g. the return 
of the used goods and the right to determine the 
contract for minor defects) traders has to raise prices 
and SME’s will give up. This is bad for everybody 

 

 Remember the balance and the common sense 
 Remember that in the end traders and consumers 

share the same goal of a good costumer experience. 
 Keep a dialogue. Cooperate. Meet. Discuss 
 
 

 
 



THANK YOU! 
  

 



Workshop on online traps  |  2017 Copenhagen  European Consumer Centres Network // Consumer Protection Cooperation Network // e-Enforcement Expert Group

87

Presentation Stakeholder key address 
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Subscription traps
A cards perspective

ECC - Workshop 
April 5, 2017



PAN-Nordic Card Association

Stortorget 13B, 5 trp, S-211 22 Malmö  Phone +46 (0)40 2507 78  Fax +46 (0)40 2507 79  
e-mail mail@pan-nordic.org  homepage www.pan-nordic.org

Topics to cover

• About PAN-Nordic Card Association

• Basics of card payments
– Four party model introduction

• Subscription traps
– What can be done?

• Cross-stakeholder cooperation

2



PAN-Nordic Card Association

Stortorget 13B, 5 trp, S-211 22 Malmö  Phone +46 (0)40 2507 78  Fax +46 (0)40 2507 79  
e-mail mail@pan-nordic.org  homepage www.pan-nordic.org

About PAN-Nordic Card Association 

• PAN-Nordic Card Association (PNC) is a non-profit organisation 
for financial institutions operating in the Nordic card business.

– Our mission is to be a Nordic voice for the card payments 
industry, supporting the continued development of the 
international and Nordic payment card market.

• PAN-Nordic Card Association is a forum for knowledge sharing, 
coordination and problem solving within areas where our members 
do not compete. 

– Examples of working areas: 
• Infrastructure/standardisation 
• security/fraud prevention
• contacts with authorities

• PAN-Nordic Card Association is active in Sweden, Denmark, 
Norway, Finland and the Baltic States 

PNC
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About PAN-Nordic Card Association
PNC Members

Federation of Finish Financial 
Services, FFI

Foreningen af Danske 

Kortudstedere FMBA

PNC

EUROPAY 

SwedenVisa Sweden
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Card Basics – Four Party Model

Acquirer

Cardholder

Issuer

Merchant

Interchange
(Card Scheme)

Regulator

PNC
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PAN-Nordic Card Association
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Subscription Traps – Basic challenges

• Deceptive merchants making misleading offers to 
cardholders

• Cardholders accepting offers “too good to be true”

6
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Subscription Traps – What can be done?

• Issuer actions:
– Clear and comprehensive information to cardholders

– Share knowledge and report problems

– Return disputed transactions to acquirers when possible

– Require customers to contact merchant before processing disputes

7
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PAN-Nordic Card Association
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Subscription Traps – What can be done?

• Acquirer actions:
– Merchant monitoring - e.g. web-pages, transaction history

– “Know your customer” - close dialogue with merchants

– Keep updated with “blacklists” and other information about deceptive merchants

– Share knowledge and take action on reported problems

8
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PAN-Nordic Card Association
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Subscription Traps – What can be done?

• Card scheme actions:
– Work actively against deceptive actors

– Provide efficient dispute resolution processes

– “Punish” deceptive merchants and acquirers

• Regulator actions:
– Enable easy closure of deceptive actors

– Strict requirements for merchant information to customers

– Facilitate easy information sharing between parties involved

– Strict and transparent rules for customer acknowledgement of terms and 
conditions

– Consumer education and information

9
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Subscription Traps – What can be done?

Regardless of all the mitigating activities, consumers 
will continue to be tricked by deceptive merchants to 
accept offers “too good to be true”

Consequently: 

• Our focus should be to remove these deceptive 
merchants from the market

10
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PAN-Nordic Card Association

Stortorget 13B, 5 trp, S-211 22 Malmö  Phone +46 (0)40 2507 78  Fax +46 (0)40 2507 79  
e-mail mail@pan-nordic.org  homepage www.pan-nordic.org

Cross-stakeholder cooperation

• Activities to date:                                    

– Dialogue between PNC, Swedish Consumer Agency and ECC

– Swedish taskforce to ensure correct information and smooth case 
handling

– Joint PNC and ECC workshop with Nordic/European scope

– Cross-stakeholder group initiated

• Learnings:

– A lot of interest and focus on this issue

– Very valuable dialogue and knowledge sharing

– Vital to get all stakeholder involved

11
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PAN-Nordic Card Association

Stortorget 13B, 5 trp, S-211 22 Malmö  Phone +46 (0)40 2507 78  Fax +46 (0)40 2507 79  
e-mail mail@pan-nordic.org  homepage www.pan-nordic.org

Thank you 

Henrik Hallenborg
Vice President
PAN-Nordic Card Association
E-mail: hh@pan-nordic.org
Phone: +46-40-250777

mailto:hh@pan-nordic.org
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Workshop 2: How to prevent consumers from getting trapped 

Initiatives linked to the new Payment Services Directive 



The Revised Payment Services Directive (PSD2) 

• By 13 January 2018, Member States shall adopt and 
publish the measures necessary to comply with 
PSD2. 

• PSD2 introduces new payment services (access to 
account) and new security measures. 

• PSD2 confers 11 mandates on the European 
Banking Authority (EBA). 
 



Article 97 
• A payment Service Provider must apply 

strong customer authentication where 
the payer: 

a) Accesses its payment 
account online; 

b) Initiates an electronic 
payment transaction; 

c) carries out any action 
through a remote channel 
which may imply a risk of 
payment fraud or other 
abuses.  

 
• Point b: strong customer authentication 

must include elements which 
dynamically link the transaction to a 
specific amount and a specific payee.  

Article 98 
• EBA shall develop draft regulatory 

technical standards specifying: 
a) the requirements of 

the strong customer 
authentication 
referred to in Article 
97(1) and (2) 

b) the exemptions from 
strong customer 
authentication 

 

6/21/2017 Corporate visual identity 3 



Article 4 (30)  
• Strong customer authentication is based on the use of 

two or more elements categorised as: 
• Knowledge (something only the user knows, i.e. 

PIN) 
• Possession (something only the user posses, i.e. one 

time password) 
• Inherence (something the user is, i.e. fingerprint)  

 
• that are independent, in that the breach of one does 

not compromise the reliability of the others. 

6/21/2017 Corporate visual identity 4 



RTS article 5 – dynamic linking 

• Dynamic linking is required for remote electronic 
payments. 

• The authentication shall include elements which 
dynamically link the transaction to a specific amount 
and a specific payee: 

• The payer is made aware of the amount and the payee 
• The authentication code shall be specific to the amount and 

the payee agreed to by the payer 
• Any change to the amount or the payee shall result in the 

invalidation of the code 

6/21/2017 Corporate visual identity 5 
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Exemptions from strong customer authentication 

• Article 13  - recurrent transactions, where: 
• The payer initiates a series of payment 

transactions with the same amount and the 
same payee. 

• However strong customer authentication must be 
applied when the payer initiates a series of 
payments for the first time, or subsequently amends 
the series of payments. 

6/21/2017 Corporate visual identity 7 



8 

Feb 
2017 

•PSD2 deadline for RTS: 13  January 2017  
•EBA published final draft RTS on 23 February 2017 

Maj  
2017 

•The Commission have a 3 month periode to approve the draft 
•The Commission can reject the draft and send it back to EBA 

Juni  
2017 

•The Europa-Parliament and the Council have 1 month (+ 1 additional month if necessary) to accept 
•Publication in the Official Journal 
•Risk of delay -> Parliament might not approve until September 

Dec  
2017 

•The RTS will apply from 18 months after the entry into force date 
•Best case scenario: December 2018 
•Worst case scenario: April 2019 



”Many of the truths that we cling to 
depend on our point of view” 

6/21/2017 Corporate visual identity 9 
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Fraudulent 
offers 
Andreas Maaløe Jespersen, Ph.d student  
March 2017 



     
      

     
  

 

 Dear Sir: 
 
You assistance is requested as a non-Nigerian citizen to assist the Nigerian National Petroleum Company, and also the 
Central Bank of Nigeria, in moving funds out of Nigeria. If the funds can be transferred to your name, in your United 
States account, then you can forward the funds as directed by the Nigerian National Petroleum Company. In exchange 
for your accommodating services, the Nigerian National Petroleum Company would agree to allow you to retain 10%, 
or US$4 million of this amount. 
 
However, to be a legitimate transferee of these moneys according to Nigerian law, you must presently be a depositor of 
at least US$100,000 in a Nigerian bank which is regulated by the Central Bank of Nigeria. 
 
Please call me at your earliest convenience at 18-467-4975. Time is of the essence in this matter; very quickly the 
Nigerian Government will realize that the Central Bank is maintaining this amount on deposit, and attempt to levy 
certain depository taxes on it. 
 
Prince Alyusi Islassis 



     
      

     
  

 

 Dear Sir: 
 
You assistance is requested as a non-Nigerian citizen to assist the Nigerian National Petroleum Company, and also the 
Central Bank of Nigeria, in moving funds out of Nigeria. If the funds can be transferred to your name, in your United 
States account, then you can forward the funds as directed by the Nigerian National Petroleum Company. In exchange 
for your accommodating services, the Nigerian National Petroleum Company would agree to allow you to retain 10%, 
or US$4 million of this amount. 
 
However, to be a legitimate transferee of these moneys according to Nigerian law, you must presently be a depositor of 
at least US$100,000 in a Nigerian bank which is regulated by the Central Bank of Nigeria. 
 
Please call me at your earliest convenience at 18-467-4975. Time is of the essence in this matter; very quickly the 
Nigerian Government will realize that the Central Bank is maintaining this amount on deposit, and attempt to levy 
certain depository taxes on it. 
 
Prince Alyusi Islassis 
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system 
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Search behavior 

- Rewards 
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Behavioral 
approach 

system 

Behavioral 
inhibition 

system 

External stimuli 

Search behavior 

- Rewards 
- Escape from 

punishment 

- Novelty 
- Non-rewards 
- Punishment 



Details matter (a lot) 









Workshop on online traps  |  2017 Copenhagen  European Consumer Centres Network // Consumer Protection Cooperation Network // e-Enforcement Expert Group

130

Presentation Breakout session B: 
Laurits Rohden Skov, Danish Competition and Consumer Authority.

 A
breakouH



      

     

     
   

    

 

Communication & 
Consumer Information 
Information Overload & Behavioural Insights 

Behavioural Insights Advisor  
Laurits Rohden Skov, Phd  
Consumer Policy Unit 
April 5th 2017 
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Graphics 
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Misleading ”free” trials 
and subscription traps 
for consumers in the EU 



  

   
    

 
 

   
    

    

 

    

  
 

     
   

  

 

 

Behavioural Experiment – Relative Effect 
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Need for Cognitive Closure (NFCC) 
NFCC promotes thoughts and actions that will quickly end a 
decision-making process. NFCC influences: 

• Search effort  

• Response to advertisements 

• Response to scarcity 

• The nature and extent of information processing 

 

 



     
      

     
  

 

 

       
      

 

Low Involvement 
• Often seen in products that requires minimal effort and 

consideration 

• Occurs if the investment will not have an substantial effect on 
their lifestyle 

• Habitual purchases 

• Peripheral cues – not extensive information 
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• Low NFCC 
• High involvement 

 
• Irrational 
• High NFCC 
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• High NFCC 
• Low involvement 
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• Low NFCC 
• High involvement 
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For Sale. 
Baby Shoes.  
Never Worn. 
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ECC/CPC/e-Enforcement:  

Workshop on online traps 

 
Break-out session B:  

Communication and consumer information 
 

5th April 2017 in Copenhagen 
Jolanda Girzl Konsument Europa/ECC Sweden  



Sid. 2 Sid. 2 

Campaign: 1 November – 31 December 2016 

The Google Display ad was a banner consisting of three slides 
with the message: “Super deal – Only 5 SEK”, “To good to be true?” 
and “Company sited in other EU country? Check with us first!”. 
 

The Facebook ad was a sponsored post with a slideshow version 
of the Google Display ad with the message: “Do you tend to take on 
super deals online? If the trader is situated in EU, you are free to 
contact us for guidance before accepting the offer. Especially if the 
offer is “to good to be true.” 
A click on the ad led to on an information page about subscription 
traps: how to avoid subscription traps and what to do when stuck in 
a subscription trap: http://www.konsumenteuropa.se/en/topics/e-
commerce/E-commerce-within-the-EU/sample-packages-and-
subscriptions/.  

http://www.konsumenteuropa.se/en/topics/e-commerce/E-commerce-within-the-EU/sample-packages-and-subscriptions/
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Sid. 3 Sid. 3 

Media: Subscription traps ECC Sweden 

1 January 2016 – 30 March 2017 

Amount articles: 213 – Amount readers: 15 millions  

Media exposure advertising value: 6,2 millions SEK  



Sid. 4 Sid. 4 

Media: ”Name and shame”  

1 January 2016 – 30 March 2017 

More media coverage with the company name 

and when consumers come forward (personal 

stories) 



Sid. 5 Sid. 5 

ECC Sweden's Forum: ”Name and shame”  

1 January 2016 – 30 March 2017 

• Consumers help to 
"name & shame" 
companies. 81 % of the 
traffic to the ECC SE 
Forum came from 
visitors who made a 
search in a search 
engine (mainly Google). 
 

• Visitors lands primarily 
on posts pages (not the 
homepage or collection 
of pages), which shows 
that you are looking for a 
certain problem with a 
company. 



Sid. 6 Sid. 6 

Media: Car evaluation services  

1 January 2016 – 30 March 2017 

Amount articles: 122 – Amount readers: 10 millions  

Media exposure advertising value: 4 millions SEK  

Robert in the news: 5 articles and 1 million readers 



 

Thank you for your attention!  
 
 
 
 
 
 

For further information: 
 Jolanda Girzl 

Director  
European Consumer Centre Sweden 

 

Tel: +46 54 19 40 52 
Mobile: +46 76 110 40 52 
www.konsumenteuropa.se 

jolanda.girzl@konsumenteuropa.se 
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Stakeholder cooperation 

Possibilities and challenges ! 

05.04.17.   



Scopes 

Outside the EU 

EU-level  

National level 



Outside EU 

 Visa, Mastercard, Paypal,  

 Facebook, Alibaba, Google, Amazon  

 Debt collectors 

 DHL, UPC 

 



EU Level 

 E-commerce Europe, Emota, Business Europe 

 EU commission – relevant DG  

 BEUC, ECCG, CPC 

 Enforcement bodies, financial sector  

 

 

 



National level (Norway) 

National banks security board – annual meetings 
and ongoing cases, card acquirer information 

 
Fraud in E-commerce forum – annual meetings 

and contact in ongoing cases   

 

 



National level (Norway) 

National E-commerce federation – partners: debt 
collectors, postal services, marketing services 
Annual Network forum – ECC coordinator – Fin-

Net, CPC, EU delegation, SOLVIT, ADR`s, Financial 
supervisory authority, two ministries, E-
commerce federations, our host: Forbrukerrådet 
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This report is part of the action 670715 - ECC-net DK FPA which has received funding under a grant 
agreement for an ECC action from the European Union’s Consumers Programme (2014-2020) . The 
content	of	this	report	represents	the	views	of	the	author	only	and	it	is	his/her	sole	responsibility;	it	
cannot	be	considered	to	reflect	the	views	of	the	European	Commission	and/or	the	Consumers,	Health,	
Agriculture and Food Executive Agency or any other body of the European Union . The European Com-
mission and the Agency do not accept any responsibility for use that may be made of the information 
it contains .
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